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RPRRE B ,3&.?%‘2’.3_2019 #5707 4 5G% > ¢RI T # # % 15 (Prague
Proposals) ;> ¥ 13 7 5G S i Al R S Bd g 12 > RE SG T X FZAE & i
RAEFM OSCRREEIATEVE TR EANMEE l——f@;éﬁi—*‘ P LR RET
Vs SGANM BB AE K hE 2 7 oSG TR T AR B L feiie
ZREIREE BhREE ap /\L)I* LA & 3% 23K 3 (Security By Design) » » fﬁ.{mﬁp
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BERE G ARTAY 2REFERTEE  BHNG 20 R AP

(3GPP) B F X - # R 27 2 WK 735 % $i5 5  (National Institute of Standards and

\\\Xr

Technology, NIST) = % 4% (Cybersecurity Framework) 4L > @ ¢ & 4| & &

TRE SN RO PRERYE FR SCRERE 2R ETREL -

FESG S AR AENRPN GG EEE SG AX 4 plkEFENKEE ¥
¥ T5G Fapd B gy-d DA EFET o FTREFTEATEMG Y RNEHREFZ N2
& it4 2+ 4 (The 3rd Generation Partnership Project, 3GPP) % >+ 1 183 %2 (SA3
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"TAICS TS-0035 5G % % F % BIERHF , (0T §H»RERF) > 54 T3GPP
TS 33.511 Security Assurance Specification (SCAS) for the next generation Node B (gNodeB)
network product class ;| [1] ~T3GPP TS 33.513 5G Security Assurance Specification (SCAS);

User Plane Function (UPF) ; [2] ~ " 3GPP TS 33.117 Catalogue of general security assurance
requirements ; [3] ~T 3GPP TS 33.210 3G security; Network Domain Security (NDS); IP
network layer security ; [4] ~ T 3GPP TS 33.310 Network Domain Security (NDS);
Authentication Framework (AF) ; [5] ~ " 3GPP TS 33.501 Security architecture and procedures
for 5G system ; [6] ~ " 3GPP TR 33.926 Security Assurance Specification (SCAS) threats and
critical assets in 3GPP network product classes | [7] "4 % [ 3GPP TS 38.331 NR; Radio
Resource Control (RRC) protocol specification ; [8] > 37 % 5G A+ 4 2 FZX PlFw& o
iﬂﬁ%%ﬂﬁmﬂfiﬁﬂiﬂﬁﬁﬁ‘Wﬁﬁﬁ‘ﬂﬁ*%ﬁ%ﬂﬁ%iiﬁ’
GPIAR EHEF - ARELEF A SG TRXRRT R T E L ADM A S RIS
B R

AR A(V2.0)2- 13 R 3 & § 4295 3GPP TS 33.117 £ TS 33.511 ** 2021 & =
T2ZEBATRAP FF LA AR BT LPRREE TR o m SR AZET HER T
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@ (Standalone, SA) %
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EHT AS 42

TEPER G R

> © 5G Jb > i % (Standalone, SA)31 * &% = % & iF

¥ H GGPP) &k 2 EHE(9) 0 d * = &k & (User Equipment, UE) ~ 5G # ¥ 4
(eNodeB, gNB) % 5G 5. . (5G Core Network, SGC) /o4 » 4o §] 1 #57 o

i

NR-U

vz )

UE: User Equipment

gNB: gNodeB

NR-Uu: New Radio Uu

NGAP: NG Application Protocol

XnAP: Xn Application Protocol
GTP-U: GPRS Tunnel Protocol-User Plane
DN: Data Network

UPF: User plane function

SMF: Session Management function
AMF: Access and Mobility Management function

R RN RN

gNB (/INGAP) AMF SMF
/
= :% 9
N3
gNB (GTP-U) UPF 5G Core
/ Network
DN
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[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

3GPP TS 33.511-h10 Security Assurance Specification (SCAS) for the next generation
Node B (gNodeB) network product class (Release 17)
(https://www.3gpp.org/ftp/Specs/archive/33 series/33.511/33511-h10.zip)

3GPP TS 33.513-h00 5G Security Assurance Specification (SCAS); User Plane Function
(UPF) (Release 17) (https://www.3gpp.org/ftp/Specs/archive/33 series/33.513/33513-
h00.zip)

3GPP TS 33.117-h00 Catalogue of general security assurance requirements (Release 17)
(https://'www.3gpp.org/ftp/Specs/archive/33 series/33.117/33117-h00.zip)

3GPP TS 33.210-h00 3G security; Network Domain Security (NDS); IP network layer
security (Release 17) (https://www.3gpp.org/ftp/Specs/archive/33 series/33.210/33210-
h00.zip)

3GPP TS 33.310-h20 Network Domain Security (NDS); Authentication Framework (AF)
(Release 17) (https://www.3gpp.org/ftp/Specs/archive/33 series/33.310/33310-h20.zip)
3GPP TS 33.501-h60 Security architecture and procedures for 5G system (Release 17)
(https://www.3gpp.org/ftp/Specs/archive/33 series/33.501/33501-h60.zip)

3GPP TR 33.926-h40 Security Assurance Specification (SCAS) threats and critical assets in
3GPP network product classes (Release 17)

(https://www.3gpp.org/ftp/Specs/archive/33 series/33.926/33926-h40.zip)

3GPP TS 38.331-h00 NR; Radio Resource Control (RRC) protocol specification (Release
17) (https://www.3gpp.org/ftp/Specs/archive/38 series/38.331/38331-h00.zip)
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3. *FE LR
T;n]’#—Ib% %i’* Mj\ﬁ;#

31 %= & & 1®3 ¢4 (The 3rd generation partnership project, 3GPP)

- A2 1998 5 12 1 AR g R 2 R4 P R hdE R 1 2Tk
#3182 % % (Global System for Mobile communications, GSM) L% 5 2L # R "2 {7 #5 3L
#2000 (International Mobile Telecommunication-2000, IMT-2000) =4 - #& i - B
FeFFIRER T OREE F PR > T 2018 £ 6 7 & 2020 & 7 ¢
5G #bz ® % (Standalone, SA) % 15 % # (Release 15) 2 %2 % 16 %< & (Release 16)
TP o Pl S F e ML GIEETE ¢ (European Telecommunications
Standards Institute, ETSI) ~ P A 2 88 7 & ¥ 22 7§ 4342 € (Association of Radio Industries
and Business, ARIB) ~ p & & 7 #jiv% f ¢ (Telecommunication Technology Committee,
TTC) ~ # R &% +2 ¢ (China Communications Standards Association, CCSA) ~ #*
FiA FEfRA> 5BE (Alliance for Telecommunications Industry Solutions, ATIS) ~ &
B & 3 #4545 ¢ (Telecommunication Technical Assembly, TTA) » 12 % & & T 1 &3 5

¥ 1% ¢ (Telecommunications Standards Development Society, India, TSDSI) 4% & ¥ 4c »
B A PR -

3.2 # %3k % (User equipment, UE)

d i * f# 48 T B+ (Universal integrated circuit card, UICC) {r#5 & 382X # (Mobile
equipment, ME) ‘e = (10) > H ¢ # & NK i 7 8- o cIT 3 a0 s 5 50 8 2

(Mobile termination, MT) fe ¥ #43K # (Terminal equipment, TE) 2= o

3.3 gNB/gNodeB (Next generation NodeB)

gNB # gNodeB 7 45 3GPPSGNR i suif ¢ 2 5G A¥ 4 » A F L ha- B 2 5
PUG e RATBE > KBTS RE (UE) Bo RS BRSSP FT R

Ak £ (Marco cell) ™ % o] A A £ (Small cell) o ~ 4] A& 3 %%’i‘f R

8
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(Massive antennas) » 1 & #E % L B2 ZH T 0 * kFEERA A5 5G # gk
FUEFRRDEPAFILE o LA AF R KFEF A £ PIFRR B
AR MBS s T p AR E A BT R R

3.4 5GC (5G core network)

5GC =# #ﬁ 3GPP 5G NR % iﬁh‘?" 2. 5G o9 2 A ESLH) T e (Control
plane) £ % = I g (User plane) 4 HLP s I 1L PRFE 5 A #_ (Service based architecture,
SBA) 2z it m ¥t (Network virtualization) 7 4§ ° SGC % & ™ - g * 2 %L (NGAP)
B 4 ERPRIARE S - 2 T 5 (GTP-U) 4% gNB o

35 B2 #8 g =i (Access and mobility management function, AMF)

EFr 2R (UE) & (Fdpepecpap g8 Loy ~ 225354 (Non access
stratum, NAS) % 4 (Signaling) #4c %82 % B (R - ?f\. % 3% (Emergency call) =3
PORAFE I * S A BB R L g2 &2 T (Lawful interception, LI) % # i

9) -

3.6 i &g ®# it (Session management function, SMF)

fF % 2%# (UE) g2/ e/ 2 72 ~ & fi 3 % i 2 (Dynamic
Host Configuration Protocol, DHCP) #* iy £2 IP = b 4 iz ¢ T ~ >3t f#45 45 2 (Address
Resolution Protocol, ARP) 32 512 ~ fe ¥ * = L g i (UPF) erin & #24] ~ i ${ciR

7338 2 (Session and service continuity, SSC) #-3% ~ jx A T FEF Ly T~ * # &

BARRGFRIE EFTRIARO) -

3.7 % » I g # 5 (User plane function, UPF)

fE* R g (UE) +#d FHHE RAZRY o8 - * 2T i g
PRERAE ST (Q0S) H IR s iRt IMF LA (DN) 3 I % 5T G A Rk )

| d
BRI EHETRESRO)
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7kl g (Data network, DN)

T*E“L" ﬂ;jzf‘ 5G ’F"ul‘ﬁ’-ﬁ%t‘ # v—»?‘ lﬁ (UE) m@ﬁj#%'“']

R N R IR L

3 # (circuit switch) fofe* s E. (leased line) % A 4% # P B (packet
switching network, PSN) % g3k # o

3.9 233k (Non access stratum, NAS)

Pk A 2% & (UE) & 5GC Bl 4 e > b igm

1@\ (Radio bearer, RB) 2% Z_~ * = d~ B 00 X RS o

0 AT F A4 (Radio resource control, RRC)
=4

P
!
FE S

T TR L ST TR A e F (8]

LR BEATIE (NAS) ot F
MBI E "H_;Eﬂfr'vﬁ"’;?r &2k

(UE) & gNB 2 i ST FhiH1d 4 ; R

Botend pefer HEAT FRSHERE L PRATUE RB) ;o8 AT 2F

farb i s s el s RE el BB R TR RB) BB f

% (UE) B2 w4 frif i & gNB 5 JRIFSF (QoS) ¢ = a5 2235k (NAS)
W&ﬁ@ﬁio

3.11 i@ TR %R W E T (Packet data convergence protocol, PDCP)

|

LR OIP ¢ SRS AR BARR G L e B L ket R RS
;‘L»

B Add|To e o fRCH o Rfodeda i 0@ A F 2 T g IR & Jf R iE R i
1B R 4 % (Robust header compression, ROHC) # it - Befp e R i v EHy o He ¥ 2 T

Goerlicdh e 5% A& 24 > 40 SIP > RTCP % o

3.12 PR#3-#cdp i fets 2 (Service data adaptation protocol, SDAP)

RIS 35 ﬁ}r«‘i}% &M T K (Dataradio bearer, DRB) £ & ﬁ;f] AL EPRAR S H (QoS)

A igiim bt o d 3% %% (UE) & ogNB FFi5E T - S E£5M$E5 46 (NG RAN Air

Interface) 4t @ 742 % R 5 2 (PDCP) @& * F42 & T K{ (DRB) @#7F#

10
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A gNB & 5GC & R L3 8 A >0 RIE & (QoS) 5 A#EONI A6 By T » Flut F
%ﬁﬂﬂj&ﬁiﬁlﬁﬁaf% Z_ (SDAP) %k :I:Z—P\ HaE R ,;;\i\. (DRB) ??’fﬁ@;mpﬂﬁ}w? (QoS)
(e b o

3.13 T - & &% £ 2_ (NG application protocol, NGAP)

% gNB fr3 B # 4 ®x iy (AMF) B2 ™ - & /6 (NG Interface) 2 #p ¥
Bremh (14) #mee §% %4 (UB) RELAToR P FES - RFEF
3 (CMIdle) frif 414 1 58 (CM Connected) 2. * “ XK Ak L #12 ~PDU ¢ = F R §
W PR E B PR P T SR 225k (NAS) 4 o

3.14 Xn & * £ Z_ (Xn application protocol, XnAP)

L7 5 gNB BPAST Xn Ad 2 M2 8mA > 3R ee §% 2%# (UE) %2
LA e TP FEBE Y SR HEHL FREAS5) -

3.15 i * 3t @ AMFRIZEE P E-* » L7 (GPRS tunnel protocol- user
plane, GTP-U)
~ B IP 5 A A E T ke w(16) R R 2% & (UE) 2% 2 TG H iy
(UPF) Bat = i » R 9% R A7 U@ @47, 47 12 % (4o [Pvd ~ [Pv6 &
PPP %14 %) i 5GC ®% 1 T4 %5 (DN)-

3.16 NG-RAN/NR-Uu 4 & (Next generation radio access network, NG-
RAN/NR-Uu Interface)

5% 2% % (UE) fvgNB 2. 5G f AR endzB /o > LM %A (78 T
(Enhanced mobile broadband, eMBB) ~ 4z ¥ FL & v i< 2t ¥& i 3 (Ultra-reliable and low
latency communications, URLLC) ~ 3 5 ] # % #f i 3 (Enhanced machine-type
communications, eMTC) 12 % #% & ;% & 53 % i 3 (Cellular vehicle-to-everything, C-V2X)

% pRi%(17) -

11
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3.17 HkRl3E1 & (Fuzz testing tool)

- BHMPEREFLE > TR T £ R E R T RBIE HREL L
B L LA % B P (mutation-based) 14 2 4 = p|3E (generation-based) - H 17w A
AHep B L g e d S P iy~ Pl B AR TR AR R B R G iz
SUAEE o WORPIRF F P R PR A A hE DR o Tl EORRRET UG 8
FR AL SPREORE R ARRERFE D LREHRGEL &SR RE

3.18 gNB #-43 RI:7 X (gNB fuzz testing device)

4

SEH gNB A2 3 Ep oNB Ak Xn /46 2 AR o i 5 A
%MWB%@Xn@?ﬁij&mmEHwBﬁﬁﬂﬁﬁﬁﬁﬁgMM?ﬁﬁﬂiﬁ’j&

tRRIEARY L f A% Xn 15 $HFR gNB #FE 2L 5 Xn ¥ B Tdte o F URE

gNB g 21 o

3.19 UPF ##R):# B (UPF fuzz testing device)

LSE@®F S TG i (UPF) Rle~2ra ¥ 2250 oNB 40 N3 4 & i 52 f5
EE O HRER NBEE GTP-U £ HI87 »Tas i £ *uk (UP)
UL o 5 B WRIEALY WS N3 45 R gNB B E AT AT 3 e B SURE
RRE L RS ¢ TG 3 e o * 1k gNB e i o

3.20 AMF #3435 B:# B (AMF fuzz testing device)

SE % AMF %2 %0 gNB 4k N2 4 6 502 BB » 40 4230 8] gNB 156
T - %t pa % (NGAP) 2 5556 3§ 0o il iR RIE K R R AR o X A4 PIE
F20 G458 N2 4G H R gNB B 2Tl T - R R4t s 0 % U oNB

EI58 E . o

3.21 £##PIEE (Replay testing device)

12
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¥ NG-RAN 4 & #8287 Fhird] (RRC) 54 48 &A% 5 T g Fhl4te
I

[1] > T * FgB Tl dt e & A 7R cndte (wE BT FTihizd] RRC) 74 2 2R
TRz A 5 (RRCSQN) @ iTditp e Aldst & - %516 NG-RAN 4 5 ¥ gNB 3 &
T4 o KR 8- H A NG-RAN 4 5 P2 R T FRizd] (RRC) 7 4 44¢ &% #

T PR o KAERAT gNB @iy b o AR gNB LFF A A LU L
rc it o

3.22 A 4 = EHFN S (Message authentication code for integrity, MAC-I)

RS R A4 (Integrity check value, ICV) » 1% 5 FEilaf L L F end i > 1Y
e Loehr g (Integrity) o @i 2 - SR * 222 3 (Hash function) 3+ 5 41— i

FRE AR 75 - Blb- K- A - ViR R RS 4 r e .

3.23 ISAKMP (Internet security association and key management protocol)
- RRRERI MR SHRER T ST ARFRERT EFRES EKIR
G2 4 o ISAKMP 14 % % %>t RFC 2408 3 4p(18)2 #¢ » 1 & i £a2 = - g3
LARK T »B B, (Security association, SA) » H ¥ & Z RS 4 % 44K -
o MR LT E

3.24 3% % 2-K{ (Encapsulation security payload, ESP)

2 - B g REEE 2% (IPSec) » * 4K i (IPSec ESP) #-F 4 "% i

>
¢ &g i s 3t e (Internet protocol, IP) 53 4v 5 s EETHES ¥ - B RE T

\\

e > NEFFTHREREDF N FRS G @ﬁg?] ¥ 3% (Transport mode) & ki -3¢
B it e i e

(Tunnel mode)

3.25 RevERp: £ 4532 3 (Internet key exchange, IKE)

i - fﬁ@“&:‘; % 5. U5 2 (Oakley protocol) 2 4" etk 2 B 527 & 4§ 7045 2
P EFL o S LA RFC 2409 HER4E(19)% #¢ o 27 fef g

!
R X DB ISR £ 4yp 1L T (ISAKMP) & 1% > 2 el 452 4" B FF Rk
13

(ISAKMP)
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B2 %-1¢E (Phase ) 222 2 % 2 M@ ; % - FFE (Phase II) 4 & ¢ i&
R UHEARR o

3.26 % % g2 a3 (Operations, administration and maintenance,

OA&M)
LHPBES FRR B PF FF R > L PR RS 5 3 S T
(Operation) ~ ¥ 3 (Administration) ~ 3% (Maintenance) °
327 % * = &KW (Commercial-off-the-shelf, COTS)
AApF AR EFa- v BAHFH X3S PR EE  RBASEFERT
s -Q-E S 4’3} T_ert A G 5 El 2 mﬁ)’\'ﬁ'ﬁi’\ °
329 pd 2 BRI (Free-open-source-software, FOSS)

Lo BT LG R RS 9 B LR B 4 L e R
'—JIIEI \ﬂ g \3,;%:"1 ey ft’llli ]‘:—';\: iEiﬁﬁﬁgafﬁ_@&éﬁ{ﬁ?%i'fr#g )
PR kB A B RE AL BOMRR G o s MM A R F X 2 B R

T TR 2 p Al p e R

14
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4.5G FARGAHEG R

%5 3GPP TR 33.926 [6] i A &af sz ® ok 4T 4 % 2 RFRF 0 JLS5G
FERSGA T L fFpd - B ‘%"*’éﬁ B i &SP AU L 3GPP R AR A6 S P
(Threats relating to 3GPP-defined interfaces) ~ % | #5 #c 3n (Spoofing identity) - [l
(Tampering) ~ %1+ (Repudiation) ~ F 3t #5 % (Information disclosure) -~ FE %7 PR 7%

(Denial of Service) ™ % # & 418 (Elevation of privilege) » 2 # 4%t gNB kb *& » $74cT o

% 1 gNB L '%& A 47

< A »
3GPP % & e /i N2 o & §
& = % (Threats N3 4 & = %
relating to 3GPP- Xn i & = ¢
defined interfaces) NR-Uu 4 & = 4

FE 3k & = (Default Accounts)

33 2 75 7x X (Weak Password Policies)

Z AR 25 (Password peek)

7%* L = ﬁ\&: =+ Qe -+ 1
e B A 2 5?” ® #1973 2 (Direct Root Access)

fine identi
(Spoofing identity) %4 P % % F» (IP Spoofing)

E & 425% (Malware)

%‘é{\sﬁ (Eavesdropping)

#ic %8 % < (Software Tampering)

“73 184 % 3+ * (Ownership File Misuse)

B # %< (Boot tampering)

%122 (Tampering) EI ™R (Log Tampering)

FE ey ad i E fic (OAM traffic Tampering)

;}% B ~ UL (File Write Permissions Abuse)

* 23 3 Hp Frec (User Session Tampering)

* 2 E B 2edk (Lack of User Activity Trace)

&“\

L & 44 4 (Poor key generation)

Z 1% (Repudiation) | 4 £
7+
7+

2 &4 ¢ 7 (Poor key management)

33 %% W & 2 (Weak cryptographic algorithms)

= 2> =

73R & # % > F s (Insecure Data Storage)
(Information % %uig & (System Fingerprinting)
disclosure) abihtnc) i y gerp g

E & #2574 (Malware)

B A wF FIL i& % (Personal Identification Information Violation)*

7 % »FE & 2 (Insecure Default Configuration)

15
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Fo%x/P &3 I UE  (File/Directory Read Permissions Misuse)

T E-7 % > R JRFE (Insecure Network Services)

£ & PR5% (Unnecessary Services)

p @& (Log Disclosure)

222 & g% (Unnecessary Applications)

# ¥ (Eavesdropping)

LA R A SRR IR ERT > 2 (Security threat caused
by lack of GNP traffic isolation)

MR R/ 75 B F * © & % (Compromised/Misbehaving User
Equipment)*

1o o .
fe. &7 P2 3% (Denial of F ¥4 15 (Implementation Flaw)*

Service) FEETPRIR-F & > i PRF% (Insecure Network Services)

A % 4 3% (Human Error)*

$eE R * FE*  (Misuse by authorized users)*

A2 38 4 HE 4% B /PR 7% Over-Privileged Processes/Services

TR A B UL (Folder Write Permission Abuse)

’f“ AR E B~ ' UE Y (Root-Owned File Write Permission

- =2 Elevati
# B # 1 (Elevation Abuse)

of privilege) % #H4h% (High-Privileged Files)

# B -7 % > B (Insecure Network Services)

HiE 2 & R IRLIAE B £ (Elevation of Privilege via
Unnecessary Network Services)

EF FRBEYERPL AL i RFa X 2aE0 T ERG 8 THIAG ) kWL AP

16
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FTERFAS GERBRR

APIEARFSL S = R EIv Pt F o4l =2 T 3GPP TS 33.511 Security
Assurance Specification (SCAS) for the next generation Node B (gNodeB) network product
class | [1] ~T3GPP TS 33.513 5G Security Assurance Specification (SCAS); User Plane
Function (UPF) ; [2]#* " 3GPP TS 33.117 Catalogue of general security assurance
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