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[1] TAICS TR-0011 & % jo i3 & % 4547 3 3K £, 2019

[2] 3GPP TR 23.748-040 Study on enhancement of support for Edge Computing in 5G Core
network (5GC) (Release 17)

[3] 3GPP TR 23.758-h00 Study on application architecture for enabling Edge Applications
(Release 17)

[4] 3GPP TR 23.734-g20 Study on enhancement of 5G System (5GS) for vertical and Local
Area Network (LAN) services (Release 16)

[5] 3GPP TR 23.700-07-040 Study on enhanced support of non-public networks (Release 17)

[6] 3GPP TR 33.819-g10 Study on security enhancements of 5G System (5GS) for vertical
and Local Area Network (LAN) services (Release 16)
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(Mobile Termination, MT) fr# #43K % (Terminal Equipment, TE) = o

3.6 ¥ B3 (Access Network, AN)

FHEERNBZEPN0 G 2XG (UE) > #3451 78 541 A (Enhanced
Mobile Broadband, eMBB) ~ 42 ¥ FL & v 4 2f #& 3 2t (Ultra-reliable and Low Latency
Communications, URLLC) ~ + & % ® #f i 21 (massive Machine-Type Communications,

mMTC) % & 8 % i 3 (Vehicle-to-Everything, V2X) % pRi% (6)(7) °
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3.7 5G ## % (gNodeB, gNB)

A HT - B>l dgFeraRT X Ke*r 2XH (UE) v a2
WMo RIpF s T UL G XA £ (Marco Cell) 122 o] A1 & (Small Cell) - =
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3.8 5G £+ % & ¢ H = (gNB Central Unit, gNB-CU)

- BRBEALEEF 5G A 4 (gNB) ¢ 5 F Riz+] (Radio Resource Control,
RRC) £ pR7x#icdy if fie t % (Service Data Adaptation Protocol, SDAP) 14 % /& ey % &
> %_ (Packet Data Convergence Protocol, PDCP) % f &5 it (8) o

3.9 5G # ¥ 4 4 4tH = (gNB Distributed Unit, gNB-DU)

- B~ 5G A % (gNB) ¢ &4 4] (Radio Link Control, RLC)
2588 3 P304 (Media Access Control, MAC) 1 % @ #8 & (Physical layer, PHY) 3 4§
i (8) -

310 5G ¥ £ & ¥ H ~-F#4|Ta& (gNB-CU Control Plane, gNB-CU-CP)

- B~ ff 56 A+ 49 A (gNB-CU) » & 8 F Ahir4] (Radio
Resource Control, RRC) £ 4 3+ #cdy % F # % (Packet Data Convergence Protocol, PDCP)
EfdT e i (8) -

3115G A+ 1 7 H~-* 2T g (gNB-CU User Plane, gNB-CU-UP)

f- BRBEAEEF 5G AR 4 B¢ ¥ A (gNB-CU) ¥ JRit#cdfif fets % (Data
Adaptation Protocol, SDAP) 14 % /& 38y % F # € (Packet Data Convergence Protocol,
PDCP) & * = T g et s it (8) °
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3.12 5G ¥ g (5G Core Network, 5GC)

#%iEF 4T & (Control Plane) £ ¢ * —*Ff T g (User Plane) 4 34kt 14 PRI 5
& #_ (Service Based Architecture, SBA) 2. % §& # it m #t i (Network Function
Virtualization, NFV) Z # (6) » 5G 2w 58 T - & g * # L (Next Generation
Application Protocol, NGAP) £ i * #f& & SURIAEE 4 E-#% * 4 T 5 (GPRS Tunnel
Protocol-User Plane, GTP-U) &4 5 (gNB) -

313 wP-#{FH FEH# i (Access and Mobility Management Function,
AMF)
fE* 2k (UE) & (Adeieanip g8 9 %% ~ 2555 & (Non Access
Stratum, NAS) &3t ehde 2 = M EE -~ ¥ & T35 (emergency call) e = PRx ¢

Wk 2R E MBS P2 L2 TR (Lawful Interception, LI) % 7 i (6)

3.14 ig ¢ :## it (Session Management Function, SMF)

EF* 2k # (UE) $zz/igec/f2c2 § 72 ~ DHCP # it &2 IP 3 4t & e g 32 ~
ARP RS EJIL .~ fel ¥ %G i (UPF) hift B 4741 #3fomisd 15 (Session
and Service Continuity, SSC) #-3* ~ jc A TR FEF g T ~ i * TR T

Wz LETREAN (6)-

3.15 # ©» L g # 5 (User Plane Function, UPF)

ffr S E (UB) Pl Pl se aerd fomsd @ % ¥ L5 g

£ RIRIEE T (Q0S) FIL RN AR (DN) hE I v v F T G A Hu
L

— v/

2EREFP A (6)°

£ 5l ? LU 1

3.16 :RFE PR E# 5t (Authentication Server Function, AUSF)

‘i 2RAE (UE) o b Piu@e - u@Efedasa » T T A2 i &
Fiebais (6)-
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317 - F# g m## i (Unified Data Management, UDM)

d & * =y (frontend, FE) £2 % = 3L E (user data repository, UDR) & F8 4 o= o
- FAEESA T, (UDMFE) P U S e S TR S ST R
F R ) %

1\3

GBI P BBBPREIE L R R RFRES L (6)-

3.18 g T R # it (Network Repository Function, NRF)

4% 5G P BB B AIRIHE A PO 0 B L A5G PO kR T BB A
HEF LR LR APRTE o § — B R A BT RRIE R R 0 AR R P
epp R AR TR R R o
3.19 gk it (Network Exposure Function, NEF)

Ak gER - AE SRR EZfAra o B ERP R AR LERY PXE
(UE) @45k %7 i (NEF) & B8enf 1 2480t it 4 4 400 A7 00 16 B
Rk EEFF 2XF (UE) B e a@ g e T R/ g aadpthinid ~
¥ AR kS @EIRAE S (QoS) 3% hites (policy) o
3.20 g K ¥4+ it (Policy Control Function, PCF)

R T A PRI E - f22E 5 @4 2 FTHLE (user data repository,
UDR) EP* #jr L T > &/ EFCR RPN ST o 7 o
3.21 &* # it (Application Function, AF)

SRR LY RIAELY ~ PR REE L (NEF) > ¥ i@ f e
(PCR)i&7* # Fe L g 45 -

3.22 FF# gt (Data Network, DN)

fedp T 5 PRIRIE(4e VOD SEE PRI E) & 5 = > TR (6) (4 Youtube %) -
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3.23 % § ¥ ¥ 4 3& (Guest Operating System, Guest OS)
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i X KRR XA m#EP E (Virtual Machine, VM)

+ e £ & % (Operating
System, OS) #:42 (35)

3.24 &* 423" i & (Application Programming Interface, API)

TR - BT PR AR Ao e (7)) d 4F
PREA R AR AT RS

= '1"'??
IE\‘%\' ,, /ur] ’3‘\'%%&

T'

7

A TR

B %> "Rt 2 BF ik dg e > T3 B Lk 5w % 1 (Availability)
22 ¥ J§ ~v i (Scalability) ©
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3GPP: 3rd Generation Partnership Project
5GC: 5G Core Network
5G-GUTTI: 5G Globally Unique Temporary Identifier
5G-PPP: 5G Infrastructure Public Private Partnership
AAA: Authentication, Authorization, Accounting
AEF: API Exposure Function
AF: Application Function
Al: Artificial Intelligence
AloT: Artificial Intelligence and Internet of Things
AMEF: Access and Mobility Management Function,
AN: Access Network
API: Application Programming Interface
AR: Augmented Reality
ARIB: Association of Radio Industries and Business
ARPF: Authentication credential Repository and Processing Function
ATIS: Alliance for Telecommunications Industry Solutions
AUSF: Authentication Server Function
B2B: Business to Business
CAG: Closed Access Group
CAPIF: Common Application Programming Interface Framework
CCF: CAPIF Core Function
CCSA: China Communications Standards Association
CGI: Common Gateway Interface
CloT: Cellular Internet of Things
C-RAN: Centralized/Cloud Radio Access Network
CSA: Cloud Security Alliance
CU: Centralized Unit
DevOps: Development and Operations
DN: Data Network
DU: Distributed Unit
EAS: Edge Application Server
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EC: Edge Computing

eMBB: Enhanced Mobile Broadband

ETSI: European Telecommunications Standards Institute
FAE: FoF Application Enabler

FE: Front End

FMC: Fixed-Mobile Convergence

FoF: Factories of the Future

FRMCS: Future Railway Mobile Communication System
GDPR: General Data Protection Regulation

gNB: gNodeB

gNB-CU: gNB Central Unit

gNB-DU: gNB Distributed Unit

gNB-CU-CP: gNB-CU Control Plane

gNB-CU-UP: gNB-CU User Plane

gPTP: generic Precision Time Protocol

GSM: Global System for Mobile communications
GTP-C: GPRS Tunnel Protocol-Control Plane

GTP-U: GPRS Tunnel Protocol-User Plane

GVNP: Generic Virtualized Network Product

HIPAA: Health Insurance Portability and Accountability Act
HPC: High-Performance Computing

HTTP: HyperText Transfer Protocol

HTTPS: HyperText Transfer Protocol Secure

IACS: Cyber Security for Industrial Automation and Control
ICMPv4: Internet Control Message Protocol version 4
ICMPv6: Internet Control Message Protocol version 6
IE: Information Element

IEC: International Electrotechnical Commission

IETF: The Internet Engineering Task Force

IIoT: Industry Internet of Thing

IMEC: Intelligent Mobile Edge Computing

IMS: IP Multimedia Subsystem

IMSI: International Mobile Subscriber Identity
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IOPS: Isolated E-UTRAN Operation for Public Safety
[oT: Internet of Things

IP: Internet Protocol

IPsec: IP Security

IPX: IP eXchange

ISA: International Society of Automation

JSON: JavaScript Object Notation

JWS: JSON Web Signature

KS8S: Kubernetes

LAN: Local Area Network

LEA: Law Enforcement Agency

LI: Lawful Interception

MAC: Media Access Control

MANO: Management and Orchestration

MBMS: Multimedia Broadcast/Multicast Service
ME: Mobile Equipment

MEC: Mobile Edge Computing

MEC: Multi-access Edge Computing

MitM: Man-in-the-Middle

mMTC: massive Machine-Type Communications
MT: Mobile Termination

N3IWF: Non-3GPP Inter-Working Function
NAS: Non-Access Stratum

NEF: Network Exposure Function

NF: Network Function

NFV: Network Function Virtualization

NFVI: Network Functions Virtualization Infrastructure
NGAP: Next Generation Application Protocol
NGMN: Next Generation Mobile Network

NPN: Non-Public Networks

NRF: Network Repository Function

NWDAF: Network Data Analytics Function
OMA: Open Mobile Alliance

18
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OpenNESS: Open Network Edge Service Software
OPNFV: OpenStack Network Function Virtualization
OS: Operating System

PCF: Policy Control Function

PDCP: Packet Data Convergence Protocol

PHY: Physical layer

PLMN: Public Land Mobile Network

PNiNPN: Public Network integrated Non-Public Network
QoS: Quality of Service

RLC: Radio Link Control

RRC: Radio Resource Control

SaaS: Security-as-a-Service

SBA: Service Based Architecture

SCEF: Service Capability Exposure Framework
SDAP: Service Data Adaptation Protocol

SDN: Software Defined Network

SEAL: Service Enabler Architecture Layer for Verticals
SECOP: Service Communication Proxy

SEPP: Security Edge Protection Proxy

SMF: Session Management Function

SS7: Signalling System No. 7

SSC: Session and Service Continuity

SSI: Server Side Includes

SNPN: Stand-alone Non-Public Network

SUPI: Subscription Permanent Identifier

TE: Terminal Equipment

TEID: Tunnel Identifier

TLS: Transport Layer Security

TSC: Time Synchronization

TSDSI: Telecommunications Standards Development Society, India
TSN: Time Sensitive Networking

TTA: Telecommunication Technical Assembly

TTC: Telecommunication Technology Committee

19

TAICS TR-0017 v1.0:2021



g £33 E i)
Q ”ﬁmﬁ ...... %h&iﬁﬁw TAICS TR-0017 v1.0:2021

UAS: Unmanned Aerial Systems

UDM: Unified Data Management

UDR: User Data Repository

UE: User Equipment

UICC: Universal Integrated Circuit Card

UPF: User Plane Function

URLLC: Ultra-Reliable Low-Latency Communication
USS: UAS Service Supplier

UTM: UAS Traffic Management

V2X: Vehicle-to-Everything

VAE: V2X Application Enabler

VAL: Vertical Application Layer

VIM: Virtualised Infrastructure Manager

VM: Virtual Machine

VNC: Virtual Network Console

VNF: Virtual Network Function

VNFM: Virtualized Network Function Manager
VoD: Video on Demand

WLAN: Wireless Local Area Network
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AR R EREFAABRECFRRIR L o P 238 (cloud computing)
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EFOFTRGTEFR ﬁ%’iﬁﬁfké‘izﬁﬁ (Edge Computing, EC) & [ 285 3% ¢ % 4 gk
7 BFT RN GO DL R R IR F %SG
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KM% SG L E L erBliAEo PP RiE N LD AR Hora

R ECFE AR LI EEFESE > £ 2019 £ 12 7
%o %+ 24K (Release 16) ¢ 5G & e Ap b B * chB BB T o P ooy @ F 40T 8 &
B f & (Mercedes-Benz) ~ #¢ (Audi) ~ 45 %77 2 (Volkswagen) » 14 % ## £ (Bosch) »
WAL (Nokia) # 2wt ¥R F Ap 7O R E 5G & ki) -

5U5G$$$ﬁ&§g§§§;$#ﬁﬁﬁ§@

5G B 5 BB %Y (MEC) #iFAfiT (proximity) * = & # (UE)eie it
BOoORBZIHEFY GPRIEE E T4 o %%'J‘l o R A M B PER (ultra-low latency)
% 3 A% (high bandwidth) ePRFReHP o 1] L F A 8 SR RAP MRS S 1 & i3
R eh 41 72 (SA2 - Architecture) % % = © JR 7% A # % 4 (Service-Based

N4
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Architecture, SBA) % H 2 fpe# i m# Y (NFV) {5 > {i&- % $> 3GPP TR 23.748
2] 22 5G & S R PG FEH P ORERIRL > RTEEFHFF T RARNA
1o B RS £ EIRIEE D ARl 5G Y RS
i 4% 3GPP TS 23.501 (6) £ 3GPP TR 23.748 [2] & < =1 % % 2 5G b= o
(Standalone, SA) 2. % &P~ 58 ¥ ¥ 44 * = K & (User Equipment, UE) ~ i P~ i
(Access Network, AN) ~ i# % i & (Edge Computing, EC) % 5G #: < #§ (5G Core
Network, 5GC) #ta= » H ¢ 5G 7.« ®g(SGC) 4 F B " pgs it IRir ey
* o FiEdE DR A AH2Z e KPR (Network Function, NF) - & 42
TR 7 ic (Network Function Repository Function, NRF) & 4% fe gt 7 i (NF) PRA®ZLp
SRR T RIESF o P RSN (NF) R & F R o X FERF]T 5 (Control
Plane) £2 i * ?{ T 5 (User Plane) 4 &t > ¥ 2 5 e po# iy m# 1° (Network Function
Virtualization, NFV) % % j&P~:# % & 5 (Multi-access Edge Computing, MEC) # & &

%4 PR

( N\
NSSF NEF UDM AF
Nnssf Nnef Nnrf Npcf Nudm | Naf
Nausf| Namf Nsmf

AUSF AMF SMF SCP

\_ \ Service-Based Architectu@
@/ N2 N4

UE (R)AN N3 UPF —N6— DN

Bl 4 2RI A AT R Fo ch i E R (3)
5G & F P B EE ohiv & 4] i k45 3GPP TS 23.501 (6) m%%/w\ ad fE2
RS
e g2 o e #5545 e (Public network integrated Non-Public Network, PNiNPN) | & + #f o

e Db 2 W& % % (Stand-alone Non-Public Network, SNPN) ; 12 2 4 ¢ 5 %

7;35:
\_
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FEEHE 425G BB VEGAT TEYERF N SG pRE IS O R
£ % % (PNINPN) i 2 f » 4[] 5“7 o

’ NEF ‘ ’ PCF ‘ ’ AF ‘
Nnef ‘ Npcf ‘ Naf‘

‘ Namf Nsmf
’ AMF ‘ ’ SMF ‘

N4 N4

/NQ/
UE AN N3—  UPF
NQ
EAS
UPF N6

Local access to
the same DN

E‘J 5 bLi o~ && ji’rb g K2 (PNINPN) mu ‘fUéTE f#— [2]

B NEFEERT NE-H A AFEALHS () 203 TR EREE
FRZFIA-AEREFTEFQEEEFETAS CHPHRT FIRE
(EAS)~(3) 23 £ ¥ B * A a2 a2 % f* PIRE (EAS) #& B R % JRi* -

PAEET R4V LR foiar B3 (Ultra-reliable and Low Latency Communications,
URLLC) éh%& # B> R FZEH* o ofPi e i 2 Ay 505G G s
4 (SNPN) > 4@ 6 #7577 o
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NEF PCF AF
Nnef Npcf Naf
Namf Nsmf
AMF SMF
N1 N2 /'\‘4
UE AN —N3— UPF [—N6— EAS
DN

Bl 6 M= i % g (SNPN) ek se2E 4 [2]

SYTREEFEFAREEF AL A BATCRA T SGAR SRHE - §
5G il M Er SG AR A B H A E LS HHE AN PRBRERE (R T #17)
TETETHBOATERAF I RVAMRAEFERTERA » § FlplE
Tl 5G AR R o HY 5G ¥ EBY HA @NB-CU) | § &RFTREH
(RRC) £ PR 7+ #c¥y if fic t% 2 (SDAP) 11 % A\ﬁﬁ:#g = F 2 (PDCP) % epes i o
5G 4 4~ 4cH A (gNB-DU) P § # & s4ape 24 (RLC) 2 4048 3% B~ #2411 (MAC)
Nz PRk (PHY) SR o % 5G A# £ 87 A (gNB-CU) &- # % » 2 4741
TG ogrw S TG N (R 8 9rm) 0 5G RHE A B HAIA L SG AR LY
HA-374]T 5 (gNB-CU-CP) 225G A# £ 47 H<-% =I5 (gNB-CU-UP) -

=
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5GC

NG TNG

NG-RAN

gNB Xn-C | gNB
| gNB-CU

F1-— TF1

gNB-DU gNB-DU

B 75G & 4 57 HAzrqcd A0k (9)

F8SGHR# £ H7 Az 4l Taer =I5kt (8)

&%ﬁﬁﬁ5G$%%ﬁ%ﬁ’ﬂ}éﬁiﬁﬁéﬁﬁﬁi;#ﬁ?uggﬁzi
TRt S RREGEE RREEHE, YAR3L THOREL SR HGEY RRY
H A% e § 3B 4E (Access Network, AN) 3% SG ¥ 4§79 Ay o fcd A0 g
o 5G Ay d BY H A~ (gNB-CU) #-¢ %185 (Edge Computing) % & & b 38>+
56 P58 E (MEC) ¢ 5+ (Bl 1 EHR 2 ¢ 2d 5 RIEIA) M7 RAZ Mt
B pFR (ultra-low latency) % % #f % (high bandwidth) PR3 o
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5125C LR SR EHTH 25 AR HB

PR AR ot AR AP MRS S A B EarcnMAEE A 1 (Fe (SA6 - Mission-
critical applications) # = = & 35 A K43 7 & & 2 % 3 (Future Railway Mobile
Communication System, FRMCS) fefp = i& ¥4 & £ % > (Isolated E-UTRAN Operation
for Public Safety, IOPS) % Bf 4% = 4338 F JRAF1S » IRFF A & BB 42T 33 * PRI chglie
HRBIEI| L LEAASDRY IRIE - FER® K ~E{ck* 4258 1 & (Application
Programming Interface, API) s 2 Hojirdpfs > Rk R4 5| &L L8 (705G & 4 i
g F R 8-S SGRRELTE RN A P PRI o UG -

O ES MBI R E N DL LB RY PRI > 5G LR nE g & L3 Af R
ﬁ@ﬁ@*@ﬁﬁ&%&ﬁ”#%WﬁﬁT?ﬁb’%@9Hﬁ°ﬁﬁﬁ“§%@
* ## % (Application Architecture for enabling Edge Applications, EDGEAPP) #p B 1% 2% 35
Gl T B SR T ARSI B R FIRE (BAS) 0 R RARA T
EAR S EAE R FRS L EIRDET PSR SG KT R

20 (%, ==
— /( Y
Vertical 1 )
application

client(s) Vertical application serwver(s) i
(e.g. V2X, UAS, Factories of the Future)

s

: A
1

1

1 Vertical application enabler layer(s)

1 (e g. VAE Iayer for V2X, UAS, Factories of the Future)

1

I SEAL APIs

1

1 SAG SEAL

1 (e.g. Group, Location, Configuration, Identity, Key,

1 Network resource)

] | |

1

: Edge Computing

1 (Edge Enabler Client, Edge Enabler Server)
U Sy e .

3GPP system (Core network) }

FeELd ¥ IRiFE5G I RPFHEIETLE (9

)
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—=R
)
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5.12.1 fc* R 225 K

L IO R £ # (Application Architecture for enabling Edge Applications,
EDGEAPP) £ 3 & 5G % 4 5 2P @85 T o P B fost g ¥ 425 hF M > 235
3GPP TR 23.758 [3] 2 H MR T R4 > H e f5dot "R EB B> S B 257
BEP  RIBLE e G EnE > YR ERERY AAH B e B RN 6
(Northbound API) & 5G & * fegis iy &2 18 %18 & JR7% (Edge Computing Service) 2. Fé’?f
BEE

/ 7\\/\ N

| \
UE 3GPP / Edge Data Network \
o Network \ £dge “
Apgllcatlon Application Data Traffic Application |

Client(s) Server(s)
EDGE-7

EDGE-5 \ EDGE-3 \
\_ n
/
EDGE-1 \ Edge Enabler N/

EDGE-2 \ Server /
Edge Enabler 7/\ o
Client |

EDGE-6

EDGE-4

Edge Data Network
EDGE-8 Configuration Server

B 10 o * i 5 & * 425 2% H(EDGEAPP)

% fs* 423 /& % (Common Application Programming Interface Framework,
CAPIF) 1 & § 4% B 7 A E (Open Mobile Alliance, OMA) 12 % gt § 13 &8
F2 ¢ (ETSI) e15G % % 5 25858 § (MEC) 2 Ju* 4238 /1 6 (API) f=% #] %_3GPP
TS 23.222 (10) cnd e B 42 - 23R E04 2 & SA2 % Jf#T Tl ] T 2 PRA%A 4 46
# t= 7 (Service Capability Exposure Framework, SCEF) ¥ % g% £ 7 5u (Network
Exposure Function, NEF) 2 a* % & * #25% /i % (Northbound APIs) (11) /4 % $u#d 1 ¥k
(SA4 - Codec) #] % 2. % &% B # % 2-JR 7% (Multimedia Broadcast/Multicast Service,
MBMS):71 xMB 2 # & 5 * 4238 i (12) 28 2 - BARP TG 5G B LB 47+ R

B2 chsi— % e * 255 4 6 422 RE
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FEH D EE BT ARSI AR SR F ML
E@%mﬁ’k%%»>%ﬁzééiﬁbiﬁﬁﬁﬁ+“@?ﬁﬂﬁmﬁ AR T i
Bl R TR A NINE LF e PRI OB AR A o ol R % R AR A G R o
it (CAPIF Core Function, CCF) ~ & * #25;% /i & & #* it (API Exposure Function, AEF)

4

1\\

"
|l
R
Sy

BRI ARV A G ﬁ (API Invoker) ¥ = B i & F e » uiEs= #ﬁﬁ@i’—
PR AR A G R T LI AR BT RIFAFG I
(@) B* 4255 A 3 2 Poe i (CCF) #4TF B* B A s chPio # il 8 35 F
FE > & 7 2438 ARR Y PRIFZIP  (registration) ~ :14) (de-registration) ~ PR 7%
I (service discovery) ~ £ i» % (authentication) fri24# (authorization) ~ T %
(charging) frp &34 F @ * /i G AR # a0 o
b) B* 28 imdh@Esi (AEF) b5 = > L3 R EOF TR * 2551 5
(API) -
(€) fe* 425 /i 6 4 * § (APlInvoker) ¥ r1ifif4cit R £+ it (NEF) g #2350
G gt ie (AEF) 3 B " 4255 A & H2E Poo st it (CCF) v M4 (7 4 fRARSE

P (registration)? 2 £ (> %7 (authentication) fr324# (authorization)s PR % o

5.1.22 %3 JRIFI i %K

£-F JRI+IG F HA  (Service Enabler Architecture Layer for Verticals, SEAL) ¢k &
H4e 3% 23 & (UE) 0 ehd 3 IRAPRG 2 A * © = (SEAL client) ™ % 3% # 5G
43 PRIFK i %454 PRI E (SEAL server) » 45 3GPP TS 23.434 (13) 2 53k it
foo LERBREFRY LFEIRLEAAB SRR P RRBIBFR T F TG L
FREFE R A L@ dg P s R TREIE o L8 RIFRN X o
-8 i * & (Vertical Application Layer, VAL) » &% i & 15 B3 JRIFIRiv A &
FISG LB BRI KRGt BEE Wﬁﬂﬁ‘ﬁ%WﬁﬁiﬁéiWE@ﬁﬁ
B IR RARGNEE RAARA EHEAIE > PR A SRR AV LIRS

|

(=

FEIRIE o ZHEPTRR A LFY 2R A i AR (on-network) £ BLA e (off-
network) @ fARCN T o A LE JRIZR A E 4{#@ g ¥4 & % (Business to business,

B2B) PRk o
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UE 3GPP
network
VAL client(s) VALUU system VAL server(s)
VAL
SEAL SEAL-C SEAL-S

SEAL client(s) SEAL-UU

SEAL server(s)

Network interfaces

TP JRAAR G EHE NSk 7 L3 2 B (Vehicle-to-Everything services,
V2X) ~ & k1 g (Factories of the Future, FoF) ¥ & 4 {7 % 3L % 3L (Unmanned Aerial
Systems, UAS) % %% o * JR% o % 3GPPTS 23.286 (14) 2 $ief 5 32 » 326 & 4
b InE B ome (V2X) PRIFcHRA 428 B PRI * &  (Application layer support for
Vehicle-to-Everything (V2X) services, V2XAPP) e & 7 ffcip R enfdid = & o 17
AL E RIBARGEHEAE SEAL) P #E- B8 pampds pr RaF (V2X
Application Enabler, VAE) o

jmmm——— R [t VAXUE - | V2X application server 1
| | | | | !
I I I
! V2X application specifi | VsAPP | V2X application specific | _| Vi-APP | |
} I I client | I V2X application specific server |
| | | | I
. | |
vax on! i i i } |
specific Iayer\ v | ! ve ! | Vs 1
I s Sy [ oot T | D i i
VAE layer | 1 ! ! ! 1
! VAE dlient | VS-AE_ VAE dlient VIAE !
i I
! i | | ! !
! | | | | |
i ! ! 1 v2 | vAEE |
I
! 1 1 1 s 1 VAE server !
I I I
! ! i | I !
! | | | | |
! | | | MB2-U | !
I | i T
! | | | MB-U | |
! | i | | |
! | I | | |
! | I | | |
! | | | | |
! | | | | |
——————— B B e e B I EEie bbb o= ——m
SEAL | SEAL-C 1 | SEAL-C 1 1 SEAL-S |
! |
| : : ! ! ‘
| |
| | seapcs | ! SEAL-UU | |
! T I | T |
| . . MB2-C
| SEAL clients ! ! SEAL clients | ' SEAL servers 1
! | i i 3Gpp MBC !
I I
| H | 1 network—RX T |
! | | | |
[ i G system| i

B 12 % 4% 8 5 % R * & (V2XAPP)

11\3}7% 3GPP TR 23.755 (15) 2 ﬁﬁﬁ‘ﬁﬂ L o FoE A B ASRYPRIALE R
*RERG oA ERA S ko PR 5G B a 4§ (7 k% (Unmanned Aerial
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Systems, UAS) e (7R 44 ~ 8 g A F i 3 8 4 {7 § St g 12 (UAS
Traffic Management, UTM) % & * PRF% o

UAV Applicationi

(transport not in
3GPP scby ey
sgpe) i UAV Appllcatlon
W )( C2 over 3GPP
connectivity
UAV UAV
Controller

UAV
Controller

Bl 13 A48 A BEF AR/ DB

Identity Identity
Management Server Management Client
IM-UU

UE

Bl 14 &3 JRAFI G % 1% (SEAL) ¥ > 8 L34 i 173

i ¥ 3GPP TR 23.745 (16) 2 $#eF7 3 384 - 1995 2 k1 fi (FoF) ehs-32 i % JRIx
FiFHAHE AR BB &  (Application layer support for Factories of the Future,
FFAPP) th & 7 Rivipenf@il > %> ik i K1 RN F i g * 5G
B cnRay o 3 2 AN JRIRIR G E K (SEAL) PR A k1 R E B R E
(FoF Application Enabler, FAE) -
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5GS

,,,,,,,,,,,,,,,,,,

B 15 £ 42 % % 1 fer * & (FFAPP)
Botb e A B3 R (FOF) $10 E SUA# U R ffp 0 B g Sl Uk R 2 3 0
SR e it B R s RS PPRIE S 4] (Quality of Service, QoS) ~ ¥ fftr %
2HERE AR ES5G FRPIGELT ST EE RV LA frRuERER
(Time

(Ultra-reliable and Low Latency Communications, URLLC) ¥ pF [ &7 g 4 &
Sensitive Networking, TSN) 17 2 5G ¥ & g 3] i FR3% (5G LAN-type service) % & & #

o

5123 PR AR R
5G & b2 pFRF AT R # B (Time Sensitive Networking, TSN) & & eniljis & 3% i§ IEEE
802.1Qcc (17) itk R4t L ¥ pr F ac g 8. (TSN) ehdf | B2 7 » ¥ 30 i [EEE
802.1AS (18) B irik M 4e 4- 41 H — pFid hF MpF T ac g ® 8 (TSN) ehf # (Time
Synchronization) > 14 % %’ﬁf ¢ TEEE 802.1Qbv (19) #2 IEEE 802.1CB (20) ik 4 %k

E A PR ATR B, (TSN) #0244 ¥ (Bounded Latency) 227 H 4 5 & £ o
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5Gtime 5G system Modelled as onetime- | > 5GS Timing direction
‘domain M waresystem ” TSN Timing direction

@ — @@‘Q =] onan | e
- S ettt TR PTP compatible' Transl i
ey 8 p UPE 9 S M domain

_____ Bridge I~ _station

Station

B 16 P B 508 3 B(TSN)En 5 5o 457 L W1[4]

5G v EEY 2T #a (UPF) i 2R acR i (TSN) & & m’fﬁ’fm » T
3% 22k % (User Equipment, UE) #34r# 5t (End Station) ¥ » 3§ @ * H E P2
i (generic Precision Time Protocol, gPTP) & T e8] » 12 F 1 @% B frle gL
T a3 N

© ©

UE-UPF 8 UE-UEdelay
shouldbe measured &
addedln 802 J_AS

1 ~- \

| |

! — |

[ 1 @ Internal Clock
1 ° Core/ !

I UPF 23&':‘ I

| ————

| ' : Different
1 |

|

' |

Internal Sync.

OTAR?;C " - EA‘N' Core Syme ower External TSN
l<->Core Sync. over Cable&Flbre ® Clock Domains
. 5G as Logic TSN Bridge )
-~ —en?eoAh°>ep$ph'e bt L 7’
B 17 & 3% 5 B P A ACR B (TSN) et 22 8 [4]

5.1.2.4 5G % 3 &7 & PR7%

Sk gk ) e 18 @lxa’ WL AER R BoritA > 1 ¥ 40 dfpdla g U i
PR e FE P E 4% kindg M (ultra low latency) 2 2 99.9999%2 42 % ¥ A
(ultra high reliablity) vk # > ¥ JF PP el % 2P N8 LE o PpHRE > BEF
TR Y 7 R g & (Fixed-Mobile Convergence, FMC) itk #2247 3R 5G &
%% 4 3GPP TR 23.734 [4] L4 715G T 4 #8:4] fi JR7+ (5G LAN-type service) % #
IRATR AR MBI BV FA i PRI o
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o

52 A ARFESGER IR EGEET

CARFEESGCER IR EGREIL T CFREHRET BE(VR) - HH T B(AR) - &
KA TEFR TER LR A ERELT B R RIS 0 T AF 8L 6k
i & Feni g

520 FE R eht &

Intel® Smart Edge A & (21) A" B x e i 8 % PR+ 408 (Open Network Edge
Service Software, OpenNESS) #73¢ » £ - i 5G % &P %88 (MEC) T 5 - & #f
(Intel) M cAE 1L & & B o Baif 5 ORTE 8048 (OpenNESS) (22) - i B + il 15 46 /i
* #2355 /i i (Application Programming Interface, API) ®3%% ~ g 12 ~ 22 p & it 5G % i%
PGB I FEE R kT c RRAUREFEE FERIfoEE AEN
RERINFr e RRPERE BB - & &F 55 R D=7 £ 52 OpenStack -
Kubernetes 7 ic » PR3 7 BT G RER § (ETSI) 075G 5 #P-B4%E 8 0z
MEZ R EEYEE BGPP) HREARK L AHANSG HiE o £ 2019 & 17 P+
APREFEFPL A EPE R RTIET R SBMUPBRE CFRPALAT A
FL w56 F g @l R op s (23) -
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(to Orchestrator or

Operator GUI)

App
EdgePlatform authentication, |
support of EdgePlatform Public Cloud
app APIs witin @llawe) Controller
Edge Platform Connector (e.g., Edge Platform
Application to AWS*, Azure*, Lifecycle management OpenNESS Controller
(VM/Container) Baidu Edge?) Com_mumty I_Edltlon ™
(VM/Container) Microservices

OpenNESS Platform Microservices and Data Plane

Resqurce provisioning,
Edge Platform SW — Host OS, Container/VM runtime (e.g., platfgrm configuration
CentOS*, Docker*, libvirt, DPDK, Ansible*, Go libs, Boost, QEMU)

Virtualization Manager
Edge Platform HW — CPU, Memory, NICs, Accelerators (Kubernetes* master

(DPDK-capable NICs, FPGAs, GPUs, ML accelerators) OpenStack* Controller)

Local Breakout
(LBO)

Core Network Configuration for EPC

P,
WiFi

B 19 # 4 : OpenNESS th % &I~ 58 5 T 5 2 {1 H (22)

Edge Platform

Application(s Service(s
pp (s) RE,&Q’|:T|fUI (s)

Dataplane

gRPC
transport

SGi

CUPS

) Edge Controller
I interfaces

App Network

RESTful Management § Management

Access Technologies

B 20 # 4 F: OpenNESS £ % #25~§ 18 § w i % L (22)
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522 1 s 5

1 5GFEA i %8 E (Intelligent Mobile Edge Computing, iMEC) T 5 3%
F@&&@@ﬁﬁﬁ&%;ﬁw BEZHFE A R R RIFDE L - 5G FE
FHB%EY (IMEC) } e 8 5 B * 425 T 5 PR+ (MEC APP Platform Services)
TR EEH G EL R 28 (MECAPP) eng @ > & 7 THE A AP HRER
Al (Traffic Rules) % > # 4% & & 5 * 4258 (MEC APP) ¥ & 2238 (7308 & 8 e
(Network Function Virtualization, NFV) & 5 F o

g% 5G FEAFEFREE N R MAEBDT R FTRATH S RS M
LRI FIL RGBT AL TR BB %R (UE) chiml o B ER
* B2 AR Y RIS o AT TTAICS f ¥ e e ipm gt ) (1]
G AT BB GEE % IMEC 22 & s W RFEBRZ R o7

S1-MME | EPC | SGi

S5/S8/S11
r Video Call VNF
f

OPNFV
V- imMEC

B 21 iIMEC 2. % e 28 128 [1]

. e Application
- LI'E I Server VNF
W Small Cell N SAE-GW P-GW

Application

v -
Server VNF GEH) Data Center

Mobile Edge Cloud LTE EPC

Bl 22 iIMEC £ = 5 & & g2 HaE 8 [1]

Hw i (UE) pRfais 3 (24) %6 Fnmihdle s Rogg @i ge o o
AEAFFFHE R (MEC) & ARt T41% (g ps L & ¥~ 2

#2357 (Authentication, Authorization and Accounting, AAA) #1PR %8 {73038 » i @70
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2
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Y
E

q Enterprise AAA ]
A

QUE authentication @Establishment of

(DUE service Request UE Relationship
3 S
— 1 {5
UE [ MEG ) EPC =,
eNB @ UE behavior identification (Core Network) Internet

B23 % 2% § yEREis % (24)

f
$oFENFHEFEE (MEC) P AL EP B R LT EF S
&*4“”“’? WAL ED SREEEE b
d

PR A% 3L FE T AR T2 NEE S AP B TR PRIR 5 B i

\‘@%‘

(iMEC) it {7 &

Enterprise

e T xS T

. 1 I

. eNB | EPC |

0 | (Core Network) Internet :

- ] AT |
HEECERE ! . n e N
\_Operator -7

— R P

Bl 24 7 £ o wn® 2 F e TR 23] (24)
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M B B Y B B Local 5G 4 2/ 2% 5G

EEZ R AgAEE
¥t i~ 5G P4 Y (Multi-access Edge Computing, MEC) % 3 »Tit @R

®2X % (High-Performance Computing, HPC) % 4g

BHE D SRR AR EHFHR5G
E i

Wit o AP E Y k> 85 BEACON T
danfdpa Ak EA RS 2R B
A& e 2 iy s £

P

S SRR RS}

P EM B LAk F L FEL
\é;:;

Yo

T ERE e f 2019 & 7 P AR EAFR BT RR

& 4% PRFAIERE (OpenNESS) kB4 5G g 2 L #f2i= %> aded 56 f £ 5 ezl
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'
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'
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Access Network, C-RAN) % =% S RE L FhE
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(d
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Bl 27 F &£ 56 5 BEBFEE 2 k" 8 (26)
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s P SRR ASEH 2 B R T

FIFM R L FR Ak BERRAS N R FIT URRAF TR P DT RS
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Domain overview of the 5G-ENSURE 5G security architecture.
The green lines are used to mark logical or physical communication interfaces between domains.
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(OAM traffic Tampering)
FhEB ~EUET (File i * 3GPPTR 33.926 2 % 5.3.4.6 & th= {
Write Permissions Abuse)
* o2 2 frer (User it * 3GPP TR 33.926 2. % 5.3.4.7 &=
Session Tampering)
e ik 2% 2 Edeesk (Lackof | if * 3GPP TR 33.926 2. % 5.3.5.1 &= ¢
(Repudiation) | User Activity Trace)
7 % &4zA 2 (Poor key ig * 3GPP TR 33.926 2. % 5.3.6.1 &= ¢
generation)
% 2 &4 F 2 (Poor key if * 3GPPTR 33.926 2. % 5.3.6.2 & ehas #
management)
33 BAG T B2 (Weak i# * 3GPPTR 33.926 2. % 5.3.6.3 & 1% ¢
cryptographic algorithms)
% > TR (Insecure i# * 3GPPTR 33.926 2. % 5.3.6.4 & e §
Data Storage)
& Yidg 2 (System if * 3GPP TR 33.926 2. % 5.3.6.5 & had §
Fingerprinting)
At (Malware) i * 3GPPTR 33.926 2_ % 5.3.6.6 & ehiws §
TGk II} A w3 iE #(Personal | i * 3GPP TR 33.926 2 % 5.3.6.7 & chw §
(Information | Identification Information
disclosure) Violation)
7 % »IEK 2y (Insecure it * 3GPPTR 33.926 2. % 5.3.6.8 & s #
Default Configuration)
AR/ B L it * 3GPP TR 33.926 2 % 5.3.6.9 & 12 ¢
(File/Directory Read
Permissions Misuse)
> R PR FE (Insecure if * 3GPPTR 33.926 2. % 5.3.6.10 & e #
Network Services)
2t & PRF% (Unnecessary it * 3GPP TR 33.926 2. % 5.3.6.11 & e #
Serv1ces)
p &% (Log Disclosure) i * 3GPPTR 33.926 z_ % 5.3.6.12 & e 4
2t & % (Unnecessary it * 3GPP TR 33.926 z_ % 5.3.6.13 & 1= 4
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Applications)

# ¥ (Eavesdropping)

ig * 3GPP TR 33.926 2. % 5.3.6.14 & enad #

A2 A SV R
HE >= % (Security
threat caused by lack of GNP
traffic isolation)

ig * 3GPP TR 33.926 2. % 5.3.6.15 & enad #

BB E R R R
(Compromised/Misbehaving

ig * 3GPPTR 33.926 2. % 5.3.7.1 & enas #

User Equipment)

F 1745 &5 (Implementation i * 3GPPTR 33.926 2. % 5.3.7.2 & ¢ §
re %t JR 4% | Flaw)
(Denial ~ of | # % 2 #§:JR7% (Insecure it * 3GPPTR 33.926 2. % 5.3.7.3 &= ¢
Service) Network Services)

A % 45 3% (Human Error)

i# * 3GPPTR 33.926 2. % 5.3.74 & eh= 4

AP som R TR
(changing virtualisation
resource without authorization)

¥ %> 3GPPTR 33.818 2 % 5.2.42.2.8 &
@ P

T —%z %% (Misuse by
authorized users)

i# * 3GPPTR 33.926 2. % 5.3.8.1 &~ en= #

A2 18 4 47 B /PRF73%(Over- | if * 3GPP TR 33.926 2. % 5.3.8.2 & has ¢
Privileged Processes/Services)
oL & B o~ EUE* (Folder | i * 3GPP TR 33.926 2. % 5.3.8.3 &= ¢
Write Permission Abuse)
1T AR B~ U it * 3GPP TR 33.926 2. % 5.3.84 &= ¢
# B # # | (Root-Owned File Write
(Elevation of | Permission Abuse)
privilege) % 14 % (High-Privileged | if * 3GPP TR 33.926 2. % 5.3.8.5 & s 4
Files)
% > R PRF+ (Insecure i# * 3GPPTR 33.926 2. % 5.3.8.6 & ehas #
Network Services)
FHiEE R RRIRER B | % 3GPPTR33.926 2. % 5.3.87 - enw §

# (Elevation of Privilege via
Unnecessary Network
Services)

6242 * p# i PR E 56 2

Eh iR R ARG 230 F = R E TPt E (BGPP) & T H R

e #t A& (virtualization layer) » 4
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VNF i
]
Functions Functions 1
3GPP-defined interfaces 1 Other i Other i
def;,gepo:)by functions deggidpby functions OAM !
.ol 1
. . || functions | 1 | Remote management
ETSI-defined interfaces Guest OS Guest OS !
1
)
]

Virtualisation layer

GVNP

B 39 i * Rt

PEA S E 2

W B EE REL A S 2 chd P A 478 %3 3GPP TR 33.926 (37) chipE A 5@

fol g doT ol

% 9 # }J;a%*&,ua

EARL 2 hd At 4

® AR i # %3 3GPPTR 33926 % # * I
3GP % ¢h | - i * 3GPPTR33.926 % 532 & i
TR R
%

- gl &
-$ﬁ$%4§%ﬁﬁ%yﬂ&gWWMM)
A G §r
ETSI %550 LR B R T A5
gﬁﬁm* -EBEAE S REERS LR A G S P

- AR AT 46 S P
- B B m R HEE 2 (Virtualised
Infrastructure Manager, VIM) & /i & = §

FpK e = (Default Accounts)

%7 i2 3GPP TR 33.926 z_ % 5.3.3.1 & ead 4 »

2

fe {‘ax RS EREERST S (VNC) 4
ARG e eEFeR

=N

33 2 75 7T X (Weak Password
Policies)

%7 i2 3GPP TR 33.926 z_ % 5.3.3.2 & sl 4 »
et IS PEERBEERLT S (VNC) 4

~

£ oom A AR WA @ i’aﬁg«: B o

Es Mf‘ “F B m (Passwordpeek) | & i 3GPPTR 33.926 2 % 5333 & e
pooling ’ r_\ . - "

identity) fe 37w i ﬁ VNC /e m 2 2328344

-

wmiEFEE

® #1973 B~ (Direct Root

i# * 3GPPTR 33.926 2. % 5.3.3.4 & enws #

Access)
R A L (P ’?w3GHWRG3%%‘ ¥ 5335 & g o
Spoofing) nw 7w P R R ERS X (VNF)

T’W ’Eﬁi{:pmo
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T R 4725 (Malware) i# * 3GPPTR 33.926 2. % 5.3.3.6 & e #
»f;g%@, (Eavesdropping) i * 3GPPTR 33.926 z_ % 5.3.3.7 & e 4
%8 %= (Software it * 3GPP TR 33.926 2. % 5.3.4.1 &=
Tampering)
T3 fE4h % #* (Ownership it * 3GPP TR 33.926 2. % 5.3.4.2 & ¢
File Misuse)
B 4% %1:¢ (Boot tampering for | ¥ % >" 3GPP TR 33.818 2. % 5.2.4.3.2.5.3 &
e GVNP of type 2) 22l
e P &%z (Log Tampering) it * 3GPP TR 33.926 2. % 5.3.44 &4 ¢
(Tampering) o =0 = 2 = o S —- PR
FEEREAALTE BT it * 3GPP TR 33.926 2. % 5.3.4.5 & ¢
(OAM traffic Tampering)
Wk wm o~ g (File i * 3GPPTR 33.926 2 % 5.3.4.6 & tha §
Write Permissions Abuse)
* o2 2 frer (User if * 3GPP TR 33.926 2. % 5.3.4.7 &=
Session Tampering)
e ik 2% 2 Edeesk (Lack of | if * 3GPP TR 33.926 2. % 5.3.5.1 &= 4
(Repudiation) | User Activity Trace)
7 % &4zA 2 (Poor key ig * 3GPP TR 33.926 2. % 5.3.6.1 &= ¢
generation)
% 2 & 4312 (Poor key i * 3GPPTR 33.926 2. % 5.3.6.2 & ¥ 4
management)
33 %GB 2 (Weak i# * 3GPPTR 33.926 2. % 5.3.6.3 & 1% ¢
cryptographic algorithms)
% > TR (Insecure i# * 3GPPTR 33.926 2. % 5.3.6.4 & e §
Data Storage)
& Yidg 2 (System if * 3GPP TR 33.926 2. % 5.3.6.5 & had §
Fingerprinting)
E R 4258 (Malware) if * 3GPP TR 33.926 2. % 5.3.6.6 &= ¢
B 4 ahw] 3 iE H(Personal | if * 3GPP TR 33.926 2. % 5.3.6.7 & e #
- Identification Information
Fa#E | Violation)
(Information 75727 5¢rw & (Insecure | if * 3GPP TR 33.926 2 % 5.3.6.8 & cha %
disclosure) Default Configuration)
AR/ g LR if * 3GPP TR 33.926 2. % 5.3.6.9 &= ¢
(File/Directory Read
Permissions Misuse)
7 & > gL PRI% (Insecure it * 3GPP TR 33.926 2. % 5.3.6.10 & = 4
Network Services)
2L & pR7+ (Unnecessary i# * 3GPP TR 33.926 2. % 5.3.6.11 & =
Serv1ces)
p #&th % (Log Disclosure) if * 3GPPTR 33.926 2. % 5.3.6.12 & chad 4
2t & g *  (Unnecessary i# * 3GPPTR 33.926 2. % 5.3.6.13 & e #
Applications)
# ¥ (Eavesdropping) it * 3GPPTR 33.926 2. % 5.3.6.14 & chad 4
A R A SBR[ % 3GPPTR 33.926 2. % 5.3.6.15 & = 4
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ExRE > (Security
threat caused by lack of GNP
traffic isolation)

AL/ T AR E PR
(Compromised/Misbehaving
User Equipment)

i# * 3GPPTR 33.926 2. % 5.3.7.1 &~ ci=e ¥

F 1¥4% I (Implementation
re %7 pR 7% | Flaw)

i# * 3GPPTR 33.926 2. % 5.3.7.2 - cni=e ¥

(Denial  of | # ¥ 2 % PRF% (Insecure

ig * 3GPPTR 33.926 2. % 5.3.7.3 & ennws #

Service) Network Services)
A 1 % 2% (Human Error) i## * 3GPPTR 33.926 2 % 5.3.74 & thw ¢
AEPRELEE TR % %" 3GPP TR 33.818 2. % 5.2.4.3.2.8 & i

(changlng V1rtuahsat10n
resource without authorization)

%

FAE i * %387 (Misuse by
authorized users)

i * 3GPPTR 33.926 2. % 5.3.8.1 & & 4

A2 3§ 45 4 42 B /PRF%(Over-
Privileged Processes/Services)

i# * 3GPPTR 33.926 2. % 5.3.8.2 g~ eni=e #

oAl d B o~ g UE*  (Folder

Write Permission Abuse)

i * 3GPPTR 33.926 2. % 5.3.8.3 & ¢iad 4

T ES RS T
# ® 4 1 | (Root-Owned File Write
(Elevation of | Permission Abuse)

i * 3GPPTR 33.926 2. % 5.3.8.4 & ¥ ¢

privilege) % #F AL % (High-Privileged
Files)

i * 3GPPTR 33.926 2. % 5.3.8.5 & ¥ 4

? & > pLPRI% (Insecure
Network Services)

i# * 3GPPTR 33.926 2. % 5.3.8.6 &~ en1=s ¥

HiFzbe B RRIRIAER B F
# (Elevation of Privilege via
Unnecessary Network
Services)

it * 3GPP TR 33.926 2. % 5.3.8.7 &= ¢

62430 " BN RE A TR 3

R ER A &AL 3 NFF =

fo ~ A (virtualization layer) ol 48 &

REF L3t E (BGPP) =& i 6 R o

(hardware layer) » 47
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VNF i
]
Functions Functions 1
3GPP-defined interfaces Other i Other 1
deggidpby functions def;gepdpby functions OAM !
.ol 1
. » || functions | | | Remote management
ETSI-defined interfaces Guest OS Guest OS :
1
]
1]

Virtualisation layer

Hardware

GVNP

OPVEEN P IER Y ES RS
@ LR RELA SR 3 hd P A f% %G 3GPP TR 33.926 (37) i A &

Pl o doT o

108 * m#it PR A S LE 3PP AR

= & o lm & % %4 3GPPTR33.926 & {1t &

3GP #_& 1| - if * 3GPP TR 33.926 2 % 532 & s §r

TR R

%%

- ATREAl R A

- R A R G E T2 (VNFM)
B e o f

ETSI % & - RERRERSLEREET G S P

R G R - REE B EBRERESA LT A P

X - REEEAME T A S P

SRR S ARE T A6
- BEA S RERE T ZVIME 46 o P
- AR S R EEEEZVIME A6 e P

Fg2k tE ©  (Default Accounts) | #f 72 3GPP TR 33.926 2. % 5.3.3.1 & e 4 »
RS L T IR Lkl

EGGWTR%%%1$53&2$ﬁ@%’
A7 g | Policies) ﬁ%a@ﬁﬁ%ﬁ&ﬂé(W@)ﬁ
(Spoofing WA EFER -

33 2 5 7T X (Weak Password

=N ‘m m‘§ N

identity) HAL %S (Password peek) éﬁ"z 3GPP TR 33.926 2. % 5.3.3.3 & >
&aﬁé%éﬁﬁﬁkwrﬁ : (VNC) 4
BoA A A A e R ETR

® #1373 B~ (Direct Root it * 3GPP TR 33.926 2. % 5.3.34 &
Access)
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R A L (IP
Spoofing)

79 3GPPTR 33.926 2. % 5335 o éna 1 -
” “\F*Afm?ﬁ’iﬂw‘ﬁw;% i (VNF)

¥ - @é‘r T e
& & 42;% (Malware) o 3GPP TR 33.926 z_ % 5.3.3.6 & s
»f;s%{n (Eavesdropping) i * 3GPPTR 33.926 z- % 5.3.3.7 & e §
88 %1 =T (Software it * 3GPP TR 33.926 2. % 5.3.4.1 &=
Tampering)
“T% 4% %35 (Ownership | i * 3GPP TR 33.926 2z % 5.3.4.2 & ¢ha¥ 4
File Misuse)
B % % :c (Boot tampering for | &>t 3GPP TR 33.818 2. % 5.2.4.4.2.53 &
o GVNP oftype 3) 22l
5";’{ . b i3 7€ (Log Tampering) | if * 3GPPTR 33.926 2 ¥ 5344 & i #
(Tampering) E e R R if * 3GPPTR 33.926 2 % 53.4.5 & ha 4
(OAM traffic Tampering)
FhEB ~EUET (File i * 3GPPTR 33.926 2 % 5.3.4.6 & th= {
Write Permissions Abuse)
* o2 2 frer (User it * 3GPP TR 33.926 2. % 5.3.4.7 &=
Session Tampering)
e ik 2% 2 Edeesk (Lackof | if * 3GPP TR 33.926 2. % 5.3.5.1 &= ¢
(Repudiation) | User Activity Trace)
7 % &4zA 2 (Poor key ig * 3GPP TR 33.926 2. % 5.3.6.1 &= ¢
generation)
% 2 &4 F 2 (Poor key if * 3GPPTR 33.926 2. % 5.3.6.2 & ehas #
management)
33 BAG T B2 (Weak i# * 3GPPTR 33.926 2. % 5.3.6.3 & 1% ¢
cryptographic algorithms)
% > TR (Insecure i# * 3GPPTR 33.926 2. % 5.3.6.4 & e §
Data Storage)
& Yidg 2 (System if * 3GPP TR 33.926 2. % 5.3.6.5 & had §
Fingerprinting)
At (Malware) i * 3GPPTR 33.926 2_ % 5.3.6.6 & ehiws §
TGk II} A w3 iE #(Personal | i * 3GPP TR 33.926 2 % 5.3.6.7 & chw §
(Information | Identification Information
disclosure) Violation)
7 % »IEK 2y (Insecure it * 3GPPTR 33.926 2. % 5.3.6.8 & s #
Default Configuration)
AR/ B L it * 3GPP TR 33.926 2 % 5.3.6.9 & 12 ¢
(File/Directory Read
Permissions Misuse)
> R PR FE (Insecure if * 3GPPTR 33.926 2. % 5.3.6.10 & e #
Network Services)
2t & PRF% (Unnecessary it * 3GPP TR 33.926 2. % 5.3.6.11 & e #
Serv1ces)
p &% (Log Disclosure) i * 3GPPTR 33.926 z_ % 5.3.6.12 & e 4
2t & % (Unnecessary it * 3GPP TR 33.926 z_ % 5.3.6.13 & 1= 4
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Applications)

# ¥ (Eavesdropping) it * 3GPP TR 33.926 2. % 5.3.6.14 & = 4

WA R A S ER4 | f* 3GPPTR33.926 2 % 5.3.6.15 & e 4

HE >= % (Security

threat caused by lack of GNP

traffic isolation)

AR/ T L B A P KHA it * 3GPP TR 33.926 z_ % 5.3.8.1 &= ¢

(Compromised/Misbehaving

User Equipment)

F 1745 &5 (Implementation i * 3GPPTR 33.926 2. % 5.3.8.2 & ¢ ¢
re %+ pR 3% | Flaw)
(Denial of | # % 2 2 PR7% (Insecure it * 3GPP TR 33.926 z_ % 5.3.8.3 &= ¢
Service) Network Services)

A % 45 3% (Human Error) i# * 3GPPTR 33.926 2. % 5.3.8.4 & e #

AP som R TR

% %> 3GPP TR 33.818

N,

% 524428 &

“~

(changing virtualisation =
resource without authorization)
o N 75‘ #* (Misuseby | if * 3GPP TR 33.926 2. % 5.3.8.5 &= ¢
authorized users)
AZ 38 $ W A7 F /PR G+ (Over- | i§ * 3GPP TR 33.926 2. % 5.3.8.6 & chad 4
Privileged Processes/Services)
TAL A B~ UE* (Folder | if * 3GPPTR 33.926 2 % 5.3.87 & e 4
Write Permission Abuse)
1T AR B~ U it * 3GPP TR 33.926 2. % 5.3.84 &= ¢
# B # # | (Root-Owned File Write
(Elevation of | Permission Abuse)
privilege) % 14 % (High-Privileged | if * 3GPP TR 33.926 2. % 5.3.8.5 & s 4
Files)
% > R PRF+ (Insecure i# * 3GPPTR 33.926 2. % 5.3.8.6 & ehas #
Network Services)
B B REIRIAE B E | i 3GPPTR 33.926 2 % 5.3.8.7 & chs §

# (Elevation of Privilege via
Unnecessary Network
Services)

6255GC L 5 B %EY 5 A

5G L s R EGEE S ARY FRE 3

Bt ehd % B % A

£ ¥ @ m g (Vehicle-to-Everything

services, V2X) ~ & % 1 B (Factories of the Future, FoF) ~ & % { {7 % % % %t (Unmanned

Aerial Systems, UAS) ~ & FE¥ # (Telemedicine) ¢ & 4% % # (Virtual Reality, VR) 12 %

¥4 7 8 (Augmented Reality, AR) % €% % PR7% o
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56 B i RPri%El u% TRELREFEANT 2N BT RBERT TR ST
(Wearable IoT) H g ik BEF % (Telemedicine) = & 14 2 WwE e (V2X) 91

5§ % (Autopilot) ch3k Z 2 EF R 3T E 6251 ) FFEAEF DT ER G A
17 o

d5G R FR S oM a2 PR ATKRY B BEe (V2X)» & 4 B
7 5Lk su (UAS) ~ & k1 g (FoF) 17 2 % e ® 4 £ jiF (Remote Robotic Surgery) %
B* HFB F 8 XEAF T LR foma B (Ultrareliable and Low Latency
Communications, URLLC) #jir > #3t% 6252 /] &yt chF L b "o 4~ 47 o

mAKRI Rzl 5G Bt RPFEGELT NP 7R ATH o AR R
(Time Sensitive Networking, TSN) 14 2 5G % #* $ §5 4] i JR7% (5G LAN-type service) %
P it 5G B S RPCGEHEL T o b R PUNOT X R GRAEPF LA

»F R AR 6253 [ &5 6254 ] F34%

6.2.5.1 | T % B 4 A 4

56 Bt R iR e BT RE APl A R
WHE (UE) d g § et ekl ¢ a7 iR ™ 8@ % iy 321 eR
2o TR A BAFTRABAEFRFET L S P AR 1o

% 11 *£# (Privacy) % > = ¥

® P RAL R
L€ i\ S f? # % 2 X 3w 7g (Subscriber Permanent Identifier, SUPI) $#75~
B % (Catcher) H}* # EFARFHE & FR D £ o

GRS - 3G ¢ REH L R b LA ARG
Lt A Al O S T % S

#t b ik g 3GPP TR 33.861 (38) 2 3GPP TR 33.836 (39) 2. $LivF 5 44 » 5G 4~
s (IoT) L mig (V2X) T & H7ragss 28 o
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#1284 (IoT) PEF% 2P

M 4R AL ﬁ%@% ‘2P
H Bk (NAS)FH & 3 e | - -%Pﬁgsvaﬁ<ﬁ9}$t LI Afet SR
12 7 65 3 30 B e (CIoT) ;«fr (UE) 7 MEd S AT 2K
SR EF R % (UE) s § o

3 1: 3GPP TR 33.836 2_ B 4:% 4% (Key Issue) Mm%t

# 13 & mie (V2X) 1'% f& P

B 4k AT FALE P
R SR L2 B ﬁ)@w] ID E 9 & £ 3 k]
SEPCS DAL, | ks - H BT iW}U%Eﬁ
1 TR R ¥ if B (trackability) {0+ 4834+ (linkability)
#&—ﬁfz%,ﬂém‘gf FAw o
S R ML BBt & ID E 7 AL B ek
S8 PCS Sibdlh | g puhs o - H BPEE iW*L%%Eﬁ
3 TR Rk ¥ i Bt (trackability) fov 41+ (linkability)

Mgteh gL A A oo
SRR L2 Bume e K ID B9 &L B
8 %i@}?CS/ﬁﬁ% Pkl o - h APFT BTN o Bfh

TR R ¥ i il (trackability) v+ 4%+ (linkability)
MgtrhEbatE o A A P o

Bl it
9 WA R K

I Wb
jifﬂl‘ m,g/—gg

3= 1: 3GPP TR 33.836 2 B 43242 (Key Issue) 5.

6.25.2 4ZF H B okt B RPFT X b G A
27 AR frmu B (URLLC) 28 m4 (V2X) ~ & % 1§ (FoF) ~ & A #8341
(UAS) S P @ ¥FE&hd d > d WRVEIR - HUE BT MBE itk dav
FRFRMHM G R A REE 2HF LE X PR o 23 3GPP TR 33.825 (40)
PN AR 0 B BRSO 2R Aok 140
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feitag B M (URLLC) ez > =

L g

B4R

HATEAT

S

L4 (redundant)
i ﬂig?] RO el

S ET AT 1‘—,,, (data streams) I 3w 3

@p+mm?¢**”?+m®ﬁ 4o % AP e
ERT AP (Radio Bearer) 2 N3 ki 4% £ = K
Mo ifed iRE - B I{‘iﬁf'ﬁ—’ A pgE
FMEFRLT LR foiar Bl (URLLC) PR32
%ﬁﬁ§

X+ 2 I g (UP)
AT E T L
ﬁ@ﬁ%iiﬁ

i g IB’*”lm (UP) Bjs e SR * & en
FrPEE S AR FRY 2T 5 (UP) ReeF
i i%ﬁjr‘g)’ﬁ‘?ir} oI H Y - BF ST g
(UP) 4;:.;;"‘173} fl:g'j fe.)i’f\f’ I'ﬂiﬁ-@i PI(‘ (URLLC)
PRZ]Z'"\;’ % rs}i'j;ﬁ.k*_°

FedRiE 5
Ly ~(PDU)
N TLAR TR
LR R
(UP) % > K

e 6% - R R R LR
ﬁi:w LR KRR R ST E T
HEFIEY - FRET Ry = 1-+I'1HJ_M\5G£'&
¥4 (gNB) % 3% = L5 #i (UPF) th* »
I g ?\;}i °

ALF J R fritu
B A PRTE 0%
B AL

dodk A7 ¥ F B foiag 3 3 (URLLC) PRAR %
“T G Ly REILEGE  RIF A B il S
;‘r;{ °

4ok 427 F B foisag Bl (URLLC) JRIReH*
LG REMHRE IV R EREZER D
PR E o

hrd AR T FA e it B

A FPRIFNE > Lk o P T
B i)”a' Fim)k oo

(URLLC) PRF2 2 "ﬁ
io R PRFE IR ”ﬁ

M=
TN
=

2

n

q
A

P T

A% (WN2Ag) X5 %2
% l?&ﬁ%]mé?é%fr&};

’\:“J!:f,ggg PERPNI-V = = ]
5%
dok G B (FE LA i (AMF) @ 1)~ &
(UE) thk a7 53 6o % 24
(backward security) » 7% B 5T ¥ #-iv g fE %
SRE LB ERRE DO
o " % =2 (UE) e B Jaallrav-zg}_-}':l-
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3 PR

(1) 3GPP enables MEC over a 5G core, Sami Kekki & Alex Reznik, ETSI ISG MEC
(https://www.3 gpp.org/news-events/partners-news/1969-mec)

(2) ARSGHAF LS L BB, T f AT, 5

(3) MEC in 5G networks
(https://www.etsi.org/images/files/ETSIWhitePapers/etsi wp28 mec in 5G FINAL.pdf)

(4) Developing Software for Multi-Access Edge Computing
(https://www.etsi.org/images/files/ETSIWhitePapers/etsi_ wp20ed2 MEC_SoftwareDeve

lopment.pdf)
(5) 3GPP TS 22.261-h30 Service requirements for the 5G system; Stage 1 (Release 17)

(6) 3GPP TS 23.501-g51 System Architecture for the 5G System (5GS); Stage 2 (Release 16)

(7) 3GPP TR 21.905-h00 Vocabulary for 3GPP Specifications (Release 16)

(8) 3GPP TS 38.401-g20 NG-RAN; Architecture description (Release 16)

(9) 3GPP SA6 initiatives to enable new vertical applications

(10) 3GPP TS 23.222-h10 Common API Framework for 3GPP Northbound APIs (Release 17)

(11) 3GPP TS 29.522-g40 Network Exposure Function Northbound APIs (Release 16)

(12) 3GPP TS 26.348-g30 Northbound Application Programming Interface (API) for
Multimedia Broadcast/Multicast Service (MBMS) at the xXMB reference point (Release
16)

(13) 3GPP TS 23.434-g40 Service Enabler Architecture Layer for Verticals (SEAL);
Functional architecture and information flows (Release 16)

(14) 3GPP TS 23.286-g30 Application layer support for Vehicle-to-Everything (V2X)
services; Functional architecture and information flows

(15) 3GPP TR 23.755-090 Study on application layer support for Unmanned Aerial Systems
(UASAPP)

(16) 3GPP TR 23.745-090 Study on application layer support for Factories of the Future in the
5G network

(17) IEEE 802.1Qcc-2018 - IEEE Standard for Local and Metropolitan Area Networks--
Bridges and Bridged Networks -- Amendment 31: Stream Reservation Protocol (SRP)

Enhancements and Performance Improvements
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(18) IEEE 802.1AS-2020 - IEEE Standard for Local and Metropolitan Area Networks--
Timing and Synchronization for Time-Sensitive Applications

(19) IEEE 802.1Qbv-2015 - IEEE Standard for Local and metropolitan area networks --
Bridges and Bridged Networks - Amendment 25: Enhancements for Scheduled Traffic

(20) IEEE 802.1CB-2017 - IEEE Standard for Local and metropolitan area networks--Frame
Replication and Elimination for Reliability

(21) Intel® Smart Edge (https://www.intel.com.tw/content/www/tw/zh/design/technologies-
and-topics/edge-cloud-computing/smart-edge-software.html)

(22) Enabling the Deployment of Edge Services with the Open Network Edge Services
Software (OpenNESS), Intel (https://www.slideshare.net/LizWarner6/enabling-the-

deployment-of-edge-services-with-the-open-network-edge-services-software-openness-

toolkit )

(23) mAFE s, AP 3R, 54 (https://udn.com/news/story/7240/4233119)

(24) 5 BB RREE 27 S yERtie, MBI 1 LR LR, O
(https://ictjournal.itri.org.tw/content/Messagess/contents.aspx?P View=1&KeyWord=&Sit
elD=654246032665636316&MmmID=654304432061644411&SSize=10&MSID=10351
44015470134651)

(25) 5G % #P B4 EFEE(MEC)T 5, FEHFER G AT, 54
(https://www.gigabyte.com/tw/Solutions/Networking/5g-imec-networking-platform)

(26) ti7# #4538 5 (MEC)® e, FEFF NP F AP, 24
(https://www.adlinktech.com/tw/OCCERA Applications for MEC)

(27) Security in 5G RAN and core deployments, Ericsson

(https://www.ericsson.com/en/reports-and-papers/white-papers/security-in-5g-ran-and-

core-deployments)

(28) Advantech Edge Solutions: Empowering 5G Patrol Robots, 7 &L 5> 5 T2 2,

o # (https://www.advantech.tw/resources/case-study/advantech-edge-solutions-

empowering-5g-patrol-robots)

(29) 5G PPP Phasel Security Landscape - Produced by SGPPP Security WG, EU
(30) M"4ad 5G L3 * FEFFHERY - Z2RBIFEFTLE2REF I F ) 2 w3t
275G BRZAHPFTUX2Z2RER S ) PAFLA LR, MBI ARG HF

oo 5% (https:/www.grb.gov.tw/search/planDetail?id=13215614)
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(31) 3GPP TS 33.501-g30 Security architecture and procedures for 5G system (Release 16)

(B2) =3 2R %, P ELR, o
(https://www.cht.com.tw/home/campaign/gxc/c4/public-cloud/solution-1.html)

(33) 3GPP TR 33.855-g00 Study on security aspects of the 5G Service Based Architecture
(SBA) (Release 16)

(34) 3GPP TR 33.848-050 Study on Security Impacts of Virtualisation (Release 16)

(35) 3GPP TR 33.818-070 Security Assurance Methodology (SECAM) and Security
Assurance Specification (SCAS) for 3GPP virtualized network products (Release 16)

(36) ETSI GS NFV-SEC 001 V1.1.1 Network Functions Virtualisation (NFV); NFV Security;

Problem Statement

(37) 3GPP TR 33.926-g30 Security Assurance Specification (SCAS) threats and critical assets
in 3GPP network product classes (Release 16)

(38) 3GPP TR 33.861-g00 Study on evolution of Cellular IoT (CIoT) security for the 5G
System; (Release 16)

(39) 3GPP TR 33.836-g00 Study on security aspects of 3GPP support for advanced Vehicle-
to-Everything (V2X) services (Release 16)

(40) 3GPP TR 33.825-g01 Study on the security of Ultra-Reliable Low-Latency
Communication (URLLC) for the 5G System (5GS) (Release 16)

(41) 5G security — Package 3 Mobile Edge Computing/Low Latency/Consistent User
Experience, NGMN (20 February 2018)

(42) 3GPP TR 32.842-d10 Study on network management of virtualized networks (Release
13)

(43) 3GPP TS 33.122-g30 Security aspects of Common API Framework (CAPIF) for 3GPP
northbound APIs (Release 16)

(44) 3GPP TS 33.434-g00 Service Enabler Architecture Layer (SEAL); Security aspects

(45) 3GPP TS 33.117-g50 Catalogue of general security assurance requirements (Release 16)

(46) 3GPP TS 33.513-g10 5G Security Assurance Specification (SCAS); User Plane Function
(UPF) (Release 16)

(47) 3GPP TS 33.512-g20 5G Security Assurance Specification (SCAS); Access and Mobility
Management Function (AMF) (Release 16)

(48) 3GPP TS 33.515-g10 5G Security Assurance Specification (SCAS) for the Session
Management Function (SMF) network product class (Release 16)
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(49) 3GPP TS 33.516-g10 5G Security Assurance Specification (SCAS) for the Authentication
Server Function (AUSF) network product class (Release 16)

(50) 3GPP TS 33.514-g10 5G Security Assurance Specification (SCAS) for the Unified Data
Management (UDM) network product class (Release 16)

(51) 3GPP TS 33.518-g10 5G Security Assurance Specification (SCAS) for the Network
Repository Function (NRF) network product class (Release 16)

(52) 3GPP TS 33.519-g10 5G Security Assurance Specification (SCAS) for the Network
Exposure Function (NEF) network product class (Release 16)

(53) 3GPP TS 33.517-g10 5G Security Assurance Specification (SCAS) for the Security Edge
Protection Proxy (SEPP) network product class (Release 16)

(54) 3GPP TS 33.520-010 Security Assurance Specification for Non-3GPP InterWorking
Function (N3IWF) (Release 17)

(55) 3GPP TS 33.522-020 5G Security Assurance Specification (SCAS); Service
Communication Proxy (SCP) (Release 17)

(56) 3GPP TS 33.521-010 Security Assurance Specification (SCAS) for the Network Data;
Analytics Function (NWDAF) network product class; (Release 17)

(57) 3GPP TS 33.511-g40 5G Security Assurance Specification (SCAS); NR Node B (gNB)
(Release 16)

(58) HEF R MR EH K2y, W24 8 F, o F

(59) TN AHK S FT L HER, FRRFTUEL 2 ~ F
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