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FE SG S A A ETEPN G2 fhE e (Standalone, SA) i SLIE PR & &

@’:FI 5G Z;!_;'P# i ’ + iz;:,k‘f‘g’z;}i,{{tr[‘t |—5(}_|_Ij “‘-‘E}@)}F /_'_éﬁv ] i ;}-3!5—1: ' F %’:\ g le:; A
B 54 REEETE %= & &3 234 (The 3rd Generation Partnership Project ,
3GPP) % > 1 (¥ & (SA3 Security) 37 €2 5G 4 A M A S F X A FERE > ]2

M AOTERFwE > TN B TH AR R e A TR T LR
AF B EEREW

"TAICS TS-0035 5G A % F X RIEERF (1T HHARERE) 54 T3GPP
TS 33.511 Security Assurance Specification (SCAS) for the next generation Node B (gNodeB)
network product class | [1] ~T3GPP TS 33.513 5G Security Assurance Specification (SCAS);

User Plane Function (UPF) ; [2] ~ " 3GPP TS 33.117 Catalogue of general security assurance
requirements ; [3] ~T 3GPP TS 33.210 3G security; Network Domain Security (NDS); IP
network layer security ; [4] ~ T 3GPP TS 33.310 Network Domain Security (NDS);
Authentication Framework (AF) | [5] ~ " 3GPP TS 33.501 Security architecture and procedures
for 5G system ; [6] ~ " 3GPP TR 33.926 Security Assurance Specification (SCAS) threats and
critical assets in 3GPP network product classes | [7] 2 % [ 3GPP TS 38.331 NR; Radio
Resource Control (RRC) protocol specification ; [8] » 37 % 5G A 4 2 FX PlEwE o
ARIFRFEWP T EHRPIZREEIAD S RRREE SRR Z2ERAASEEER
B As S WREF > AAFELEF 2 SG FTX KRBT RTE T AN A SRR
2 4o
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ARGEARF R L 5G 2 e (Standalone, SA) FEHET A T2 FRPREF SR

Feo ig ¥ ;pfvfff] ¢ 2@ 1 2 =it e o 5G b % (Standalone, SA)3l * % = X & iF

¥ LR GGPP) &k 2 F H 0 T d * 2 % & (User Equipment, UE) ~ 5G &+ 4
(gNodeB, gNB) %2 5G %< g (5G Core Network, SGC) #7/e = » 4T B 1 #7771 o

T x )

UE gNB NGAP) [/ AMF SMF
UE: User Equipment - /O){»O/IG)
gNB: gNodeB | < e
NR-Uu: New Radio Uu ol 7
NGAP: NG Application Protocol ~
XnAP: Xn Application Protocol N3
GTP-U: GPRS Tunnel Protocol-User Plane gNB UPF 5G Core
DN: Data Network (GTP-U) Network
UPF: User plane function W
SMF: Session Management function
AMF: Access and Mobility Management function DN

Bl 1 @72 F
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2, 51 % R &

TR F ARG R AR - 304 o T3 RIE Y BATHR(S 2

A1) o

[1]

3GPP TS 33.511-g40 Security Assurance Specification (SCAS) for the next generation
Node B (gNodeB) network product class (Release 16)

3GPP TS 33.513-g10 5G Security Assurance Specification (SCAS); User Plane Function
(UPF) (Release 16)

3GPP TS 33.117- g50 Catalogue of general security assurance requirements (Release 16)
3GPP TS 33.210-g40 3G security; Network Domain Security (NDS); IP network layer
security (Release 16)

3GPP TS 33.310-g40 Network Domain Security (NDS); Authentication Framework (AF)
(Release 16)

3GPP TS 33.501-g30 Security architecture and procedures for 5G system (Release 16)
3GPP TR 33.926-g30 Security Assurance Specification (SCAS) threats and critical assets
in 3GPP network product classes (Release 16)

3GPP TS 38.331-g10 NR; Radio Resource Control (RRC) protocol specification (Release
16)
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31 %= X &£ i¥ &34 (The 3rd generation partnership project, 3GPP)

- B 1998 £ 12 0 SR S E 0 SRR 2 P RAT B na R 1 Rk
#53 2 % 3 (Global System for Mobile communications, GSM) 4% 5 R A e % 7 #5 1
2t 2000 (International Mobile Telecommunication-2000, IMT-2000) #iﬁfF*ﬁ.gia JF JU R
g R FE T PR o PR H AR e HRGHEREEE
(European Telecommunications Standards Institute, ETSI) ~ p * 2 % A ¥ & F i3 ¢

(Association of Radio Industries and Business, ARIB) ~ p &~ & & &£ s &L R ¢
(Telecommunication Technology Committee, TTC) ~ ¢ B i 3 & % it £ ¢ (China
Communications Standards Association, CCSA) ~ #* £ & ¥ 242 2 E (Alliance
for Telecommunications Industry Solutions, ATIS) ~ % B T & # ¥ # ¢
(Telecommunication Technical Assembly, TTA) » ™ % & & ¢ & & & 2 B 2 ¢
(Telecommunications Standards Development Society, India, TSDSI) 3% EF4orieBEIF

(ed
EAEE T

3.2 * »3& #% (User equipment, UE)

d i * f# 8 T B+ (Universal integrated circuit card, UICC) {r#% & ;% % (Mobile
equipment, ME) 2= » H ¥ B &% § 78— Hd md2 i a5 58 %2 (Mobile
termination, MT) fr¥ z43k # (Terminal equipment, TE) = -

3.3 gNB/gNodeB (Next generation NodeB)

gNB # gNodeB 7 43 3GPPSGNR i su% 457 2 5G fh# 4 » LA a— B =
SHE S EMRT BEW /B 2RF (UE) o 2R WM RIpgd o 57 UL
= < AlA¥ 4 (Marco cell) ™ % | 4] & 4 (Small cell) o < 4| A T EE
(Massive antennas) > 1 & & > 8 5 B2 2 HHE 0 ¥ KFEL A5G # hagin
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Frxf UR R R RREE L AR AR KR AR E AT E R B

b R AL A B N AR E R A BB LR R o

3.4 5GC (5G core network)
5GC 7 45 3GPP 5GNR i se2E ¢ 2. 5G ¥ i > H 547417 6 (Control plane)
g% = I g (User plane) 4 #EH g 11 PRF% 5 FL# (Service based architecture, SBA)
2 e m #t © (Network virtualization) 78 4 - SGC %38 - * g * # L (NGAP) &2
*ie EARIFRYE S E-F 2 T e (GTP-U) i 4% gNB

3.5 73 # i (Access and mobility management function, AMF)

.‘N}'

g F’# =2k (UE) :& BN (TS PE&XmT{n? @ pe p,,},%;,;s\:tk II}E‘%} (Non access
stratum, NAS) % 4 (Signaling) 4c % &2 = B4 RE - ,T. % 7 3% (Emergency call) e

FPRARE IR~ h PR RS Ede S gL 2 & F L (Lawful interception, LI) % # it o

i 5% F 2 (Session management function, SMF)

f# 7 #w % (UE) it = /% e/ %2 § 18 « DHCP # i 27 1P ¥ 3 A fie § 78
ARP 7 # 1 ~ e ¥ * @ T g # i (UPF) e/ £ #74] ~ @ B {rfRi%: ¥ 12 (Session

-
and service continuity, SSC) #-3% ~ T BT R FEF LR T~ 2 TG & > g gL

3.7 # » I g # 5. (User plane function, UPF)

fFY SR E (UE) 2 8 TR RESRI ol 7 2T i g
FrgRAE S (Q0S) F XL~ i MR R (DN) 0 3L~ 5 T 5 04 vk R

78t (Data network, DN)

.

47 @ 12 #BIRIH(4e VOD ML FRIFE) & % = » T %8 (9) (4 Youtube %) -
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3.9 #£55% (Non access stratum, NAS)

I%E‘éla’%rh—m,;g(UE) g1 5GC 4241 *m%}iﬁ L%f”]ﬁ‘_?@_\ﬁﬁ?‘

1\? (Radio bearer, RB) 3k #_~ * = ex BB E R M0

o

310 # & T TR+ (Radio resource control, RRC)

ERTFREHLREARTFRA L I 2 LR EAERE (NAS) 873

st Pre
R¥h 2z agfofar “x i (UE) & gNB 2 B aha @ TRl ek
W fefer HERT FTREFRRG L PEAT K RB) ok 0 AT 2F R
FiiEs el @R H B NR AT A RB) BEES Y SR
(UE) & v F foif @ 80 gNB; RIS T (
LT

OS) ?ml:é Ao ;/—-15‘—@‘)% (NAS) /}i o

3.11 #e TR %R s 2 (Packet data convergence protocol, PDCP)

P TP ¢ SRAR R MR 4 ik A 4 e dn it REE A o
T

T R A A PR be oA A Rk S oM Bt 2 TG IR A QR i G i
P27 B 45 (Robust header compression, ROHC) # it - #cfpte 5 ¥ s o > ¢ % » T

moenfcdge 7Y K5 4 0 4o SIP > RTCP % -

3.12 PR#3+#cdp if e 2 (Service data adaptation protocol, SDAP)

iﬁﬁﬁﬁ{%ﬁﬁéaﬁ(DmemmmDmnﬁ@ﬁﬁﬁmmﬁggapg
FigfTpidtod 3% 22k % (UE) & gNB BT - S ZRIEP 4 5 (NG RAN Air
Interface) it & F 4L ® F il 2 2 (PDCP) # * FALE M T K (DRB) @ﬁ%wﬂl* ,
@ gNB £ 5GC [ R #3% #8 A ¥ RIS F (QoS) = A#H N3 /i @ﬁ;l‘“w s F R
% B PRI HcHh i et T (SDAP) A #-F o & M T K{t (DRB) £ 4k IRix 5 (QoS)
(P b o

10
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3.13 T - {2 * 5 2 (NG application protocol, NGAP)

5 gNB e3P & ¢ 2 i (AMF) B 2™ - & A& (NG Interface) 2 4p ¥

—N

o

LafRk (14) #ZmEe g% 2%# (UE) RTLATfeR TP 78S 2R EEF
¥ (CMIdle) frif 4 # i 5 (CM Connected) 2. * » X # K #72 ~PDU ¢ #F R ¥
W SRE LS PR E T FaaE 2 2Bk (NAS) R4 o

3.14 Xn /& * #» Z_ (Xn application protocol, XnAP)

75 gNB BaJd® Xn /ic 2 0B 2 £ B4R A > %R 2e 2% » & 4F (UE) R

LA RN B AT S RA BB FLE

3.5 i * 3¢ @ MIRBEE 2 E-* © T 5 (GPRS tunnel protocol- user
plane, GTP-U)
B IP LAFSNE TR B AFY 2% F (UE) £ 5T
(UPF) Bret = sgif i » @ 0% S22 §7 006 % 475 chi & 15 2 (4o IPvd ~ IPV6 &
PPP %1% %) %6 5GC @ % 1 FA #p (DN) -

3.16 NG-RAN/NR-Uu 4 & (Next generation radio access network, NG-
RAN/NR-Uu Interface)

2% 2% # (UE) frgNB B2 5G & MR nERB 4 6 0 L 428 %3 76 54
(Enhanced mobile broadband, eMBB) ~ 4z ¥ F. & v i< 2t & i 3 (Ultra-reliable and low
latency communications, URLLC) ~ 3§ 3 %] #% % #§ i 3t (Enhanced machine-type
communications, eMTC) 17 % #% & ;% & 5 % i@ 21 (Cellular vehicle-to-everything, C-V2X)

% PRY -

3.17 #iBl3E1 £ (Fuzz testing tool)

A - FHRPRAPNTL B T OUAE T £ A g AR R PRI R A

B4 A% BB R (mutation-based) 14 % 4 = p|:E (generation-based) ¢ H % A

11
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{%éﬁéié@i$ﬁﬁﬁ%ﬁ%ﬂ—%ﬁﬁﬂ’i“ﬁﬂﬁﬂﬁuﬁm?ﬁ%ﬂ
SRR o R RIET F Y YRR A W K e 2R o FlE R BIEY NE R
FRAA SPREORLE > RAPFERE T LRI PR L R L RE

3.18 gNB #i#3 B3¢ £ (gNB fuzz testing device)

L8 oNB B ABH LT HER GNB 4k Xn A5 @82 FiESE » S HRE
#lgNB %8 Xn & * +5 2 (XnAP) & gNB fic i £ R 87 gNB RFepFau o4 » T &
WeRIEAZY i 295 Xn o $ER gNB #FE2TEH o Xn B¢ RS 0 P UHE
gNB 55 i % o

3.19 UPF 43 R3# B (UPF fuzz testing device)

LB 2 TG s (UPF) R~ 255 X2 #p gNB 4k N3 4 6 i 502 #5t
EE o WSEER gNB B GTP-U &L 538 s T ki * 2% § (UE) §
AL F] > T A RRPIEART A S9E B N3 A ¢ FR) gNB #F F LI il * 3o E SURGE
R RS 2 TG e o % 1Bk oNB o ik o

3.20 AMF i3 B33 8 (AMF fuzz testing device)

2% AMF ¥ 2 | gNB 4pk N2 /5 @8Rz HHES - i 9B Fp gNB 58
T Rt R e (NGAP) #5388 ® B g PR AL EFIEN > ¥ ARPIE
P B E N2 G HER gNB #FE2gden™ - S LT 4tE 0 * %% oNB

ege gE M o

3.21 £3##%PIEAE (Replay testing device)

¥ 2t NG-RAN /i & #5855 E Fmird] (RRC) £ 32 &% & T 5 Fplife

’

—w =4
d_

A FE AT A AR (2 RT FTRIEY RRC) 4 2 g5
2% Bzl 5L (RRC SQN) #1721 4p i ehF k44 ¢ > 1518 NG-RAN 4 6 %+ gNB 3 #
I - EE 8- H L NG-RAN 4 6 3P~ 2 RT Fhizd] RRC) 4 4t¢ & &

12
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T FAldE > hmindE gNBj @few Rendté o ¢ i gNB 3 F R4 4%
s it e

i
Ik

3.22 A M ES /5 (Message authentication code for integrity, MAC-I)

MALE R 245 (Integrity check value, ICV) » 1% 3 /s 30 L i i » 1)
= B (Integrity) o #i% x4 - Hprgl* jeiz 30 e (Hash function) 3 tE - B

FRE R ARRAE 0 vh- Blb- R LB TRER S 4 A

3.23 ISAKMP (Internet security association and key management protocol)

ISAKMP - % 2 i % 2 MWK F R0 2 " W p R RFRE VLA RES &
M52 2% 4R - ISAKMP f5 2 % %" RFC 2408 (18) R4 79 » 1 & 24 it L2
o~ i3t t—fwﬂjl‘f F% >M 5, (Security association, SA) » H ¥ & Z {2k g2 b B &

M RE A M E LR -

3.24 %% 2-X§' (Encapsulation security payload, ESP)

- B REREEE 2% (IPSec) » * ¥4 %% 2K (IPSec ESP) #-F 4 % i

© “g‘—',z/ i T';Z’ iij. g (Intemet prOtOCOl, IP) "g‘_ﬁ 4y ':% f; ) 'é‘ q—T:tT = N 5 - 'I} ‘;PE_ x/gr% QP‘:‘&%’T‘:" :xi
He > Ui ‘}' R 0 otk P @ﬁ%}ﬁ;;\l (Transport mode) ERT l}i B
(Tunnel mode) = fa3ts H50 o

3.25 i £ 43 3 (Internet key exchange, IKE)

H - fhE = & B U145 % (Oakley protocol) £7 4 ™2 fe e & > B U 22 & 4 ¥ 1942 %
(ISAKMP) _F enie b 2o 3% 1% 22 & >t RFC 2409 (19) %ﬂ—F%#’? N
MR T DB TR £ 4% 1215 % (ISAKMP) 38 17 > 'R et £ 4 L3R A FFf anid
B3 ¥-prE (Phase]) #op §32 2 % 2 WM 5 % - FFE (Phase 1) 4 2 ¢ &
R HEARR o

13
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3.26 & ? 2 22 a3 (Operations, administration and maintenance, OAM)

LR eB - SRS TREGF P TRTERTAR 0 N T R
®

%%’@ﬂ%%@%@ﬁﬁ@ﬁﬁ%%ﬂ°%@‘%ﬂﬁﬁ%ﬁiééiiﬁﬁﬂ

P BB ITAR Y R RERE Y F A R VIR EFAR L RERTI T ER R
iiﬁmAﬁﬁﬁ]g%%i%@ﬁﬁ%ogﬁﬁ%i%’%@ ﬁﬁﬁﬁ%%éi
G LR TR E i EE G Y P R kR o RS R P e X PR K

f
]9115 -Hj %E\ﬁgm}f@, v; o

N

3.27 ¥ * = i (Commercial-off-the-shelf, COTS)

AAp LB - 2" BAHFH X A3 S TR ELE  RBAAEFERT

FERELGEFLNHNIER P DA o

329 pd 2 B R4 5% (Free-open-source-software, FOSS)

Lo BT LA R R 9 RS LR R B 4 L R
—1119 d g # \;f,ﬁﬁl a7 —frl,{ = B \j\p{ﬁvﬁj\gfl y @ @ﬁé%{@%ifr#@ ’
T R P TR ey Y S TR LR LR L

S RIC I IO

14
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4.5GFER A 1TEF &

iz ¥ 3GPP TR 33.926 [6] #h: A &g %2 & Pl 4T & % 2 FHERF > K56
FERGAPFT UERS - R PR G L& 255 3GPP LA R M5 &
(Threats relating to 3GPP-defined interfaces) ~ @ %] #% ¢ B (Spoofing identity) ~ %
(Tampering) ~ % %1% (Repudiation) ~ F 3 #h # (Information disclosure) ~ FE %7 PR 5%

(Denial of Service) 2 % #% % 318 (Elevation of privilege) » H ¥ 4*%f gNB kb *& & #7407 o

% 1 gNB Rk *% A 47

< 4B & 4§l &
3GPP % & chgeps /i | N2 o=
% = % (Threats N3 /& =
relating to 3GPP- Xn /i o o=
defined interfaces) NR-Uu /i & =» %

Fp 3k & = (Default Accounts)

33 % 75 5 3 (Weak Password Policies)
Z AR5 (Password peek)

® #1375 2 (Direct Root Access)

e VA 3 T8 (IP Spoofing)

E #4254 (Malware)

# ¥ (Eavesdropping)

o AR 4 5
(Spoofing identity)

#ic 48 % (Software Tampering)

“r3 4G R % (Ownership File Misuse)

B ¥ %< (Boot tampering)

#1:¢ (Tampering) p 5% (Log Tampering)

YEFRe g ¥ frc (OAM traffic Tampering)

FhEw ~ UL (File Write Permissions Abuse)
# =3 17 8P %#c (User Session Tampering)

Z it (Repudiation) | 4% 2 * = jE# 3545 (Lack of User Activity Trace)

* % &4 A 24 (Poor key generation)
% 2 & 4% ¢ 7 (Poor key management)
33 % #E % B ;2 (Weak cryptographic algorithms)

:"f\‘_:\ R . )

73k B % > F A5 (Insecure Data Storage)
(Information % ¥idp ¥ (System Fingerprinting)
disclosure) Lo Y — :

E & 4254 (Malware)
i A #h%] ¥ 33z 2R (Personal Identification Information Violation)*
* % »FEK 21y (Insecure Default Configuration)

15



*§7 %/P 43 1 UE T (File/Directory Read Permissions Misuse)

THIhE-F & > R JRFE (Insecure Network Services)

£ & PR7% (Unnecessary Services)

p #&th % (Log Disclosure)

iL:u % J&* (Unnecessary Applications)

# ¥ (Eavesdropping)

A e A S B IEAE R > ® § (Security threat caused
by lack of GNP traffic isolation)

MR fE/ 75 B F * 2 3K % (Compromised/Misbehaving User
Equipment)*

e %7 PR 7% (Denial of

F 1¥4% [#5 (Implementation Flaw)*

Service)

JESTPRF5-7 % > P2 JR7+ (Insecure Network Services)

A % 453% (Human Error)*

PeHE % * F 2+ (Misuse by authorized users)*

A2 38 ¥ # 47 B /PR F% Over-Privileged Processes/Services

AL A B~ UE*  (Folder Write Permission Abuse)

# % £ 4 (Elevation

Jf“ R % B o~ U (Root-Owned File Write Permission
Abuse)

of privilege)

% 14 % (High-Privileged Files)

i% B FHIE-7 % > PRI+ (Insecure Network Services)

FHiE2e & R PRI B $F (Elevation of Privilege via
Unnecessary Network Services)

o GRAEYEBELLG

‘/1 “L'F‘ > g‘_ﬁm'—?ﬂmJlﬂf’r#inmJ KA A = ¥

16
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,é‘ Av\ :I!F‘ i:j“v:

1u\

APIFERFESL 2 R A IFP P F 4l =2 T 3GPP TS 33.511 Security
Assurance Specification (SCAS) for the next generation Node B (gNodeB) network product
class | [1] ~T3GPP TS 33.513 5G Security Assurance Specification (SCAS); User Plane
Function (UPF) ; [2]% T 3GPP TS 33.117 Catalogue of general security assurance
requirement ; [3] F % F & (security requrement) » 4+ ¥+ gNB 37 €T X BliE R 2L F

ma > HEPRle vk FHEME 2 E LB RYILIFE A AEKRPIED

(5—\‘

Be FX 3 ROFEERAPRERF DT SEEM G702 A APRREEHP 5
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