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B 5N | A P e B2 85 PP (Open Radio Access Network Alliance, O-RAN Alliance) &_d
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P RIFIT TR MR
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1. % #H

#3484 i F 5G Open RAN(Open Radio Access Network) i SL7E #f.2 7 A
7 o AFFF 34 2 5G Open RAN % 17 B 322 1 AU B 4 B2 75 B2 (O-RAN Alliance) 2
2 & gk 2(Security Focus Group, SFG) 737 Z ef ik 8 R #[10]£2 $Ljisa 7 47 & [11]04 %

5= & IER - F (BGPP) PRAFE kA% 3 1 1% & (Service and System Aspects#3, SA3)

\\\

37 iR 45 [8][9] & BT § 4R 2 [3][7]3 1 o Open RAN i #ocrill 4 2 44 4 [F]

1 #5575 o

Service Management and Orchestration Framework

Legend
Non-Real Time RIC 01 S

——— 3GPP interfaces
——— 0-RAN interfaces
- = — Forfuture study

€ X2-c
X2-u
O-eNB
——NG-u
Xn-u
Xn-c
Open FH M-Plane NG-c

Open FH CUS-Plane Open FH M-Plane

)

0O-Cloud J

B 1 Open RAN & ¥o7¢ $£[11]
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[1]
[2]

[9]

TAICS TR-0017 v1.0,“5G & & % &P~ 8 8 FTXF LR L”

3GPP TS 38.401-g70, “NG-RAN Architecture description”
(https://www.3gpp.org/ftp/Specs/archive/38 series/38.401/38401-g70.zip)

3GPP TR 33.926- h20 “Security Assurance Specification (SCAS)threats and critical
assets in 3GPP network product classes (Release 17)”
(https://www.3gpp.org/ftp/Specs/archive/33 series/33.926/33926-h20.zip)

3GPP TR 38.801-e00, “Study on new radio access technology: Radio access architecture
and interfaces (Release 14)”
(https://www.3gpp.org/ftp//Specs/archive/38_series/38.801/38801-e00.zip)

3GPP TR 38.806-100, “Study of separation of NR Control Plane (CP)and User Plane
(UP)for split option 2;(Release 15)”
(https://www.3gpp.org/ftp//Specs/archive/38 series/38.806/38806-100.zip)

3GPP TR 38.816-f00, “Study on Central Unit (CU)- Distributed Unit (DU)lower layer
split for NR (Release 15)”
(https://www.3gpp.org/ftp//Specs/archive/38_series/38.806/38806-00.zip)

3GPP TR 33.818-h10, “Security Assurance Methodology (SECAM); and Security
Assurance Specification (SCAS)for 3GPP virtualised network products (Release 17)”
(https://www.3gpp.org/ftp/Specs/archive/33 series/33.818/33818-h10.zip)

3GPP TS 33.511-h00 Security Assurance Specification (SCAS)for the next generation
Node B(gNodeB)network product class (Release 17)
(https://www.3gpp.org/ftp/Specs/archive/33 _series/33.511/33511-h00.zip)

3GPP TS 33.117-g50 Catalogue of general security assurance requirements (Release 17)
(https://www.3gpp.org/ftp/Specs/archive/33 _series/33.117/33117-h00.zip)

[10] O-RAN SFG, “Security Test Specification - v01.00”

(https://oranalliance.atlassian.net/wiki/download/attachments/2290581844/SFG.AO-
2021.11.10-SFG-I-Security%20Test%20Specifications-v01.00.docx?api=v2 [Note: Draft
specification for O-RAN Alliance members only])

[11] O-RAN WG, “O-RAN Architecture Description 5.0 - July 2021

(https://www.o-ran.org/specifications)

[12] O-RAN SFG, “O-RAN Security Threat Modeling and Remediation Analysis 2.0 - July

20217
(https://www.o-ran.org/specifications)

[13] O-RAN SFG, “O-RAN Security Requirements Specifications 1.0 - July 2021”

(https://www.o-ran.org/specifications)
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[14] O-RAN SFQG, “O-RAN Security Protocols Specifications 2.0 - July 2021~
(https://www.o-ran.org/specifications)
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31 %= & 1¥33 X34 (The 3rd Generation Partnership Project, 3GPP)

- A0 1998 & 120 il R 0 SR 2 R B na R 1 Rk
#5320 ,% %u(Global System for Mobile communications, GSM)*# 5 £k 7 chR] % {7 #5 3 2
2000(International Mobile Telecommunication-2000, IMT-2000) i 4= » #& ) — B it 5 5
AR Y BRI Y PR o PR H 2 i R R GRS ¢ (European
Telecommunications Standards Institute, ETSI) ~ P » & % % & ¥ 2 5 7415 ¢ (Association of
Radio Industries and Business, ARIB) ~ p * ¢ i # i £ K ¢ (Telecommunication
Technology Committee, TTC) ~ ¢ R id 3t 1% & it % ¢ (China Communications Standards
Association, CCSA) ~ #* % i 2 A& ¥ f# /& = % B B (Alliance for Telecommunications
Industry Solutions, ATIS) ~ #& B & & #£ 7 #% ¢ (Telecommunication Technical Assembly,
TTA) » 1 % & g 7 5 2 84¢ B 2 ¢ (Telecommunications Standards Development Society,

India, TSDSD)#® & ¥ 4c » i i & (FlEpAR 7 -

32 Bl mmfiaP e Bi P (Open Radio Access Network Alliance, O-RAN
Alliance)

- B 2018 £ 2 % AERIE S 0 Y 2 R SR D% B (Cloud
Radio Access Network Alliance, C-RAN Alliance)#* xRAN # 3 (XRAN Forum)# i 25 &
Hle Ao rdid b 2T R AR S G OB R - il fom BT P R o & OpenRAN %
W@  FREFRIAFZFNETERL > N A2TREH L RF
B~ SR o BT PP R o i F BT | AU4E B e B 5 K 5 B (Open RAN Policy
Coalition) ~ B *zip|3# 22 5 & ¢ < (Open Test and Integration Center, OTIC) ~ T 1 J # 7 1
£ % (Telecom Infra Project, TIP)£# B 2z 4 i 75 £ ¢ (Open Networking Foundation, ONF)fr
Linux 78 £ ¢ (Linux Foundation) ™ % 2 3k {7 # i 31 % 4L € (Groupe Speciale Mobile

Association, GSMA)% % e & w 0¥ = 2 p 30~ 3 B BN oA 8 cngE ’}ﬁ °
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Bl (Security Assurance Specification, SCAS)

9]

(FS)

ol

A

k!

M

B HE

i E 5G 3 % (Next Generation NodeB, gNB) %2 5G ¥ w % §5(5G Core Network, 5GC)
- A FERP R e BT ERREEN HH2ANEOEFREANEE T ERR
d

Bl Tl FEFRFEFREDBBEFRFERPAZFZAFRAEIBET L R

34 R G X >HE X (Network Equipment Security Assurance
Scheme, NESAS)

FIRAERUGFORF LA S AP RNFE PRI HRTLNE S R
RE 22X 2HRRFFRRF - SFLES = & & T &3 4§ (The 3rd Generation
Partnership Project, 3GPP) T & # it i A& S up & % 2088 - A &4
Fend 2R % o I d 23R {THIU M K Sk € (Groupe Speciale Mobile Association, GSMA)

PEETE S RS R G TREN T

3.5 * » & % (User Equipment, UE)

d i * % 48 T B+ (Universal Integrated Circuit Card, UICC){r# #+ ;% 3k # (Mobile
Equipment, ME) 2. 2 (1) » # ¥ B & 8K & 7 & - H d Tl W # i afh #5032

(Mobile Termination, MT){r # #43k # (Terminal Equipment, TE) & = -

3.6 5G 73 % (Next Generation NodeB, gNB/gNodeB)

5G ¥ £ 7 45 3GPP5GNR jfsusifh? - Flah- B¥ S A g Ee AT
S T S WK (UB) RS RS BB S T 08 5 % AR 4 (Marco
Cell)r4 2 -] 4] Fh 3+ 4 (Small Cell) = = 31k 4 ' F £ % %(Massive antennas) » 1 & #
BE A REEAELFETE Y KR BEA AP SG S MBS E I LR PE P AL
RSP CEVIEST L CELOA SRR R FEELL AR

LB E MR R A A AT E o

10
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3.7 5G ¥z i (5G Core Network, 5GC)

7 3p 3GPP 5G ki s¥ 2 S5G &P peipid - ® %441 6 (Control Plane)# * = L 5
(User Plane) 4 2] £t » 9 12 JR 7%+ 5 fL # (Service Based Architecture, SBA)Z_ 4 & & %% 1
(Network Virtualization)# #.(2) » SGC i T — % fis* 4 2 (NGAP)& i * ¢ & $URI%
PR E-* ¢ T 5 (GTP-U)id £ gNB -

385G &+ % & ¢ H = (gNB Central Unit, gNB-CU)

- B~ f F 5G A» £ (gNB)? & & T ki +](Radio Resource Control, RRC)
2 JR 3% #ic iy if e 5 € (Service Data Adaptation Protocol, SDAP) )2 2 3t & #cdy & B 45 €
(Packet Data Convergence Protocol, PDCP) & e §2 5 ¢ [1] »

3.9 5G A % 5 3zH ~ (gNB Distributed Unit, gNB-DU)

- BRREAEEF S5GAF £ (gNB)? & s4ak 4] (Radio Link Control, RLC) £ 44
£ 5 >~ 41 (Media Access Control, MAC) 1 % % %8 & (Physical layer, PHY) % % j& 7 i
[1] -

310 5G A&+ 2 &7 ¥ ~-4]T 3 (gNB-CU Control Plane, gNB-CU-CP)

A fF SG A¥ L (gNB)# P H ~(gNB-CU)? - & R F /hiL+(Radio Resource
Control, RRC)# 3t & #ciy % & #+ @ (Packet Data Convergence Protocol, PDCP)#; 4 * & #*
W2 R R[]

311 5GaA# 2 ¥ H ~-% » T g (gNB-CU User Plane, gNB-CU-UP)

2 F 5G A L (gNB)& ¥ H (gNB-CU)? - JR#*¥cdy i fie 5 % (Service Data
Adaptation Protocol, SDAP)£2 4 ¢ #icdy % & }+» € (Packet Data Convergence Protocol, PDCP)

LEGIE PR ERE S SR E Y S I

11



i 3 =5
Q mi%ﬁLE%? ki e TAICS TR-0025 v1.0:2022

3.12 JRI%F & Yt (Service Management and Orchestration, SMO)

2= / 5=

REERFOSOFLRG > B FRAG 2 A G F R 2 O oRa
% % > ¢ 12 (Fault Configuration Accounting Performance Security, FCAPS) » 2 = = (O-
Cloud)shf iR 2 f §* #3212 2 O-RAN £ R T H ~(O-RU)s§ 32

313 AP ERBIRRAAN | (Non-Real Time Radio Access Network
Intelligent Controller, Non-RT RIC)
3 PRIR F T2 82 Yot (Service Management and Orchestration, SMO) b » 5 iy & 35 3ot
A s T B H Y (Machine Learning, ML) #2 3] ~ #& & gf ¢t ¥ 3 (Enrichment

Information) ~ 3k %_> 4+(Policy) °

3.14 rApps &* &3¢

A 2L P AP e LAY R 3541 (Non-RT RIC) » #% & 22T BF | 4035 B e B2 A a0 357
#](Non-RT RIC) 3 4L A 45 2220 s B 5 % (ML) # 4t RUEURFH 3 322 43 (SMO)
&P~ E AP~ e B (Radio Access Network, RAN)Ap B kL 2 &l * PRAZZEJED~* = 4p
PR e T WEFY 32 0 S E BN P s AR (off-line) @ W 3 R IR RIHCE] 2
FO0 M EE Y A F F NI TR R BT A 424 B (Near-RT RIC) » 7 F B in £ 2 % 5t
g AR TR FERRTIRRE

3.15 TR REBEPEEIN 3] (Near Real Time Radio Access Network
Intelligent Controller, Near-RT RIC)

3% | AR 4P e B (Radio Access Network, RAN)N » 3722 247 K p | PR i
mm%m%%p%’%€%$%ﬁﬁﬁ%$%%ﬁﬁﬂmmRTm@ﬁ%ﬁﬁ
T 2L pE AR P e B AT R 374 (Non-RT RIC)* § e BE ¥ 03] > T e fpip)
=g AR R R g T o

12
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3.16 xApps &* F25%

AT TP R SR P e B 474 (Near-RT RIC) » 1 # 8 B ¥ #04] > B 42 5
B AR AR IR > - L F IR G E 7 P 2T R AR B e B AT 354 (Non-RT
RIC)3 ™ 4+ A1 F # /8 SURS- 4B (RAN) B4 790 B0 bleid R A e~ @85
FoBEBEAE SRR RY B RN R AV BFAPER LD L

3.17 O-RAN & ¢ H = (O-RAN Central Unit, O-CU)

- BRER~®§F Open RAN ¥ £ ¢ » & M5 Air+l(Radio Resource Control,
RRC)#£ PR i+ #icdy i fie 1+ €(Service Data Adaptation Protocol, SDAP) ) 2 3t & #icdy = F 1
#_(Packet Data Convergence Protocol, PDCP) & & §% 54 it [11] -

3.18 O-RAN & * H ~-##]T & (O-CU Control Plane, O-CU-CP)

H - B~ f F Open RAN A % ¢ » & RF kiz+I(Radio Resource Control,
RRC)£ 4F ¢ #icdy %= H 5 2 (Packet Data Convergence Protocol, PDCP)#: 41T & # it 2 e je
1] e

319 O-RAN & ¢ H =n-% » I g5 (O-CU User Plane, O-CU-CP)

- BB ~®f F Open RAN A ¥ 4 ¢ » JRI:#cdy i fe 5 € (Service Data
Adaptation Protocol, SDAP)£2 4 ¢ #icdy % & - € (Packet Data Convergence Protocol, PDCP)

EE RS SN INE

320 O-RAN £ 3z ~/™E & &ehfk ¢ H = (O-RAN Distributed
Unit/Lower Layer Split Central Unit, O-DU)

- BRE~® i F OpenRAN A £ ¢ > & R4AE 7 F](Radio Link Control, RLC)
22588 75 P~ 41 (Media Access Control, MAC) 2 2 + % § %8 & (Upper Physical layer, Upper-
PHY) % % e 74 v [11](12) o

13
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321 O-RAN £#% % ¥ = (O-RAN Radio Unit, O-RU)

H - B~ f F OpenRAN A 4 ¢ > T & 7 # & (Lower Physical layer, Lower-
PHY) 2 % %44f (Radio Frequency, RF) % 5LaJd2 & e i it [11](12) -

322 T - &A% £ 2 (NG Application Protocol, NGAP)

L 5G fhb 4 (gNB)fo s B 22 4 8 % 124 40 (AMF) ¥ A2 N2 4 & (interface)2 4p B 73
FeAG) e 0 SR UK LA R LM F S - dRE A B (CM
Idle)frig R ¢ 12:g 5 (CM Connected)2. * =K %k i § = ~PDU g2 FhF 3L~ * =%
AL E IR R EE T TR 2 2R Bk (NAS) R £ o

323 # * 4t¢ m MIRIFEE L 2% © T 5 (GPRS Tunnel Protocol- User
Plane, GTP-U)

H - B e e i yh 2 (Internet Protocol, IP) 5 A # e H 7 %1% 2 (4) » 3% g 2L F
SR FUE)E* % L6 i (UPF)R 2 = g s g 0% A7 @» Z4750
13t @ 15 F (4o IPv4 ~ IPv6 & PPP % 2 %)% i SGC % 3 T (DN) -

3.24 Xn J&* % Z_ (Xn Application Protocol, XnAP)

\

a5 5G AE £ (gNB)F a2 Xn 4 & (interface)z. 4p M 13 £ B2 42 5 (5) » 3% % 2_¢
S A RFUBR T AR TN BB SR G BHRL RS
3.25 F1 j&* % Z_ (F1 Application Protocol, F1AP)

S5GAM A B Y E A(gNB-CU)S 5G &+ £ & ¢ ¥ 374 T § (eNB-CU-CP)# 5G
A ¥ % 2 47H 2 (gNB-DU)RF &2 FI-C 4 w (interface)2- 4p B 13 £ 2425 (6) » 3% 45 &
7z B ¥ = i (UE)sh& S F A4y +41(Radio Resource Control, RRC) 5 £ & F 3 o

14
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3.26 E1 & * £ 2_ (E1 Application Protocol, E1AP)

505G A A B H AP AT (ENB-CUCP)E 5G A 487 HA_w » T

=1

(gNB-CU-UP) ¥ g2 El1 4 & (interface)z. 4p i 5 £ 2425 (7) > 3%t 28 7 BE* 2%

Pty

R

e

3.27 E2 & * #» %_ (E2 Application Protocol, E2AP)

% Open RAN 3 % ¢ 37 T pF @ 4P~ e o7 4] (Near-RT RIC)¥ O-RAN £ ¥
H ~ -3 41T % (O-CU-CP)f= O-RAN # @ H ~-* = T 5 (O-CU-CP)¥ O-RAN 4 4zH ~
(O-DU) ¥ 2 E2 4 & (interface)z_ 4p B 5 £ &2 42 5 (8) o

3.28 Al & * £ Z_ (Al Application Protocol, A1AP)

% Open RAN A3+ & ¢ 2L P @ U4 P~ e B A7 5 £74(Non-RT RIC) & i T pF i i
P e B9 R 241 (Near-RT RIC) R » ed2 Al 4 o (interface)2. 4p B 15 4 22 425 (9) -

329 O1 /& (OAM Interface/O1 Interface)

% OpenRAN Z # % ¢ PRI+ F T2 %3t (Service Management and Orchestration, SMO)
B2 3T ¢ pF G AR 4R P e B AT A 474 (Near-RT RIC) ~ O-RAN & # H ~ -3 4] & (O-CU-
CP)~ O-RAN & ¢  ~_% = T § (O-CU-CP) ~ O-RAN 4 $¢ ¥ < (0-DU)¥ O-RAN & % 7
¥ A (O-RU) B > B &l ~ 2 f ,éf?‘ # ~ 7tic 2 % 2 ¢ I (Fault Configuration

Accounting Performance Security, FCAPS)z_ 4p i % 4 ¥ 425 (10) -

3.30 02 /i & (O2 Interface)

% OpenRAN Z # % ¢ PRI+ T2 7 %t (Service Management and Orchestration, SMO)
22 2 5 (O-Cloud) B » Al AL & ~ 2 fi ~ fFF ~ o%al £ % 2 F JZ (Fault

Configuration Accounting Performance Security, FCAPS)z_4p i &% 4 &2 42 & (11) -

15
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331 Baxw @4/ /FEwid* 2L 847 1% (Open Fronthaul
Interface(Open FH)/evolved Common Public Radio Interface, eCPRI)

f- BA* HERT 46 EE > .5 OpenRAN A+ 4 7 25273 ¥ ~(O-RU)% & 5
T H L (O-RU)F /i & ek 47 1/Q TL%*UIQ%J]%& 2] ~ * 2 ek % L & (Control, User

and Synchronization Plane, CUS-Plane) ™ % - I T 5 (Management Plane, M-Plane)(12) -

3.32 JR#% IR i fe 15 € (Service Data Adaptation Protocol, SDAP)

ERE 50 S ﬁ*u{ﬁ #& M T K §*(Data Radio Bearer, DRB)£? @ i 71 R i% 5 7 (QoS)
BEAPE od 3 * 22X F(UE)®E gNB FF#EET - * & 2P 4 % (NG RAN Air
Interface) f # & F % % BL 3 1 R(PDCP)# * T4 & ST L {*(DRB) @ HF# > & 5G
# ¥ 4 (gNB)£ 5GC & 1] 2% i A >0 PRA% 5 F1(QoS) & AALAN3 /i o By Tt - Bl F
& 35 3 PRAHHAR A 7o RSDAP) K #-F 4 & T 1§ (DRB) & # Jis 0IR 1% % 17 (QoS) i
Pk B o

333 #M T Fikizd! (Radio Resource Control, RRC)

"

ARTFTREFLRAERT T RAfE F2 > 1 83 E2255 K (NAS) 4 'fu;?;ma?
hooE e 2L H(UE)YE gNB 2 B ehg ST TRyl 5 feps ik
e fed N EMRT FREHEERS £ OERT KT RB)fE  E4FE 2 R
2ok MEfE BB E AT RP(RB) BB 2457 2R & (UE)R
v AR friE # i s 5G A £ (gNB) ;5 JRIES F(QoS)F I it 5 2 Bk (NAS) A
3;31%1 °

@

1f“b

3.34 ife TR =R ME T (Packet Data Convergence Protocol, PDCP)

i & f§ %% # 5 WUnternet Protocol, IP) 2 5B 4527 fA R 45 » Mcdp 2 15 4 dhde
L kst I E A B AT G I L AT e oA ke R 0 B
= LG fRA e R fah GE 5 it 1557 R 45(Robust Header Compression, ROHC)# ac » # = &

BB B A TER DT B Y Y ST R BT KB4 e g AR
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%_(Session Initiation Protocol, SIP) & = pF & ﬁ%l 7 #41 + #_(Real-time Transport Control

Protocol, RTCP) % -
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4. 5G Open RAN nf % 3 B A% & 5% H s 1

EFEHFTHE 2R ST LR EFATERE R HF 0 56 A L

E

% ehf s BchR fok 4R 0 @ SR 4 2 (Radio Access Network, RAN)*% 7 EA N
SRR LR R PRFEFERI N EEFEFERS Z2 2 0 DR R 23
FHEEFZCRFERP LTS e Bl BN U 2B T E D
fim T % & | AP AT 354 (Radio acess network Intelligent Controller, RIC) » % "%
B HEE s A TR 5G ﬁﬁ#&-ﬂ’»}b&ém%@fﬁ”ﬁ Ao BT s miR

s B RBEMEE & TR o
Open RAN e §t 28 ﬁé#fﬁlﬁé—i GAME REL W o BB ﬁ/}:,kﬁﬁ
THEARU) 247E DU E?PHEACUO)E > &E2 2~ 2 F’J’z’v’ﬂ@ﬁig?] R Rt U
HE S BPEACO)RT L4745 5% E 2346 (CUCP)M 2 ¢ B A% =T
% (CU-UP) > 113 1 5G P B F F 2 24 GPRB > ET R FEFT U g s
F R PRAY > X SRR K RS D sochd & o A S iE T % Open RAN % 4%
vy B ARF R B Bk > 3 4.1 & 41 % Open RAN (% 4 E 483 > 4.2 53534 3GPP &
$o3% A ¥ 4 (disaggregated gNB) & 2 Hjieis o ?f?a%ff*v? % 4.3 313 O-RAN +| 2_#7 Open

RAN zk & & 1528 Hjiv o

4.1 Open RAN [ % % B 484

2IRGARRAES I RT R FERLHFESE T F R R SRR TR (O-RAN
Alliance)™ ¥ > Gl4ep & G F ¥ # % (Rakuten) B 4o p & - 240 € % > 5% Open
RAN Hjireiie it 4k e @ T PRI 5 B end § F £/52 ¢ § ®(Vodafone Group)
213 3179 § % (Telefonica, S.A) 1 % 4¢ B 7 % (Deutsche Telekom) @ & 8 & 4+ f & & g
%328 7 Open RAN ffecn® § o pbeb » 2% 5 W blde £ E?]‘;}——‘F'? Altiostar ~ Parallel
Wireless ¥2 Mavenir & L B 3 & 4 £ P~ % i (Radio Access Network, RAN) % g2 74 it i #% 1
g o A IR A BB Airspan ~ F 4 i (Fujitsu) & p &~ % § = & (Nippon Electric
Company, NEC)R & F® =i O-RAN & 5 7 H ~(O-RU) -
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1E. A

o g

%1 E AL §(FCOBH R A-BRF 5 =4

.j—_/;@?rg % ~
g ) Fag il
ARG EEH S P L B TRREE
e -] ’}']?‘r‘ijﬁ? P R RN SICAR I S g
(System Integration, SI ;‘c—*ﬁ o
AT P }@ﬁs ic A H B s
av ffﬂ‘i‘iiﬁ RpE A g«'fé_ £ o
T 2 |3k OpenRAN § mbatjrpt s g 4F | R A LA HEFT - 2 Fa s+ %
TE | %o BRI E rg: pivE %
PR BEE R E R
Open RAN A7 F < FEP 5 £ 4 &
TooANERG RAFwL .
W2 2 (Verizon)? 385 A KEH BT
T OB R o
PRAAXFAERTH S 2 AEX
RRRATIRIET S IMT -
Open RAN 7 135 SAA M BT 57 | Open RAN 023 (o % - (2 5 5
G| P ke g e LBt 2FEL 5L
HH |OpenRAN R 2RE T4 vgpmi - |BPHEBEFLFRNMF R A2 L0 0H
CRC| DAL R R A R 3 | K RARE TR
BB & 2 - Open RAN ¢ i# & & b5 #c® 4 4c Lot
Rk 0 P R P HREH T F A
iy TR o
BARAF T F1F RBEA Fa MR
d R AR AR BT E
ek HeAT ROARHE S 2R T 4 B B A o = !
R f&i%i%ﬁ Hﬁ'i g?‘?g; f"rﬁ 3:5% (Application Specific Integrated Circuit,
£ BALE TV @ R R AR LB 0 A AQIC) g, o Open RAN B iR} infd

Wi-Fi & % e i o

B
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1;—;;;@%3;.,.&
w y
i X X
rog i Fogll
1T/ .
o 33l Open RAN 7 B4t vl g T H ~ P
a _; (Radio Unit, RU)K # 4 7~ cnaiL % o
G
FHRKR: FREAFFHAL TEL
2232 MWzt B¢ (FCO)Hi 4 -3 it sy
3 g
W y
*7 . .
N - N Fomg &
#* Open RAN % — #h A p 5 B
TR IR KRR o d WP W
NSA #4f 5G % % 11 4G 5 &# > &2
2 Open RAN 4p % > sk * 5 FlHt
| ®x:2n% OpenRAN # i5 4 &3 B % o
3 e MF< ‘ig;b(sn Pt RC’;‘) Open RAN mﬁ@ﬁw;i%{@iﬁ
ar PN v 3 ) , £ H RES e
o l;i“il%ﬁ’fbmz»i’r W AR AT RFF LR
” L o
E v
Open RAN ¥ it % 5 te & 4L % eh% it
K > BTy AT RITPERERT
At °
Open RAN 7 3% 5 FE& PR ~ = 5 &
A PR T B E 40% o
. Zd AHRELSHEEEL > & kB
Open RAN % B i Hpir» v Posg e | 0 777 70U |4 AR
|G R B BRI AR gy v i f i
A | Open RAN 228 ¢728 i SR 2 Hojie s | oy v
* g&%%s#ﬂﬁﬁﬁiﬁﬁﬁia? WHRHF#HEDS S PATRFE 2T
it RIS R -
e
% Open RAN £ 3|2 8 23k o 4p ok
ooy AR R g R
g%‘il%o
oo | RPN OE B (Network Function
; | Virtualization, NFV) i +~ 88 & it & { | &
PR 4 E s F Y i A -
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3T

e
e

7

&

i m

=3

R H DA TS (GGPP) LA &

g% RF L SR G X PR |
yy |ZIERERETERAPELLR | T
e _ Nﬁ.% R
TR kR FREAFNFAY TER
23 FRHILAL R FCOFAL L-pR% 2
RRE
\sz
i X X
FLEE B A Fogll
Open RAN # » + 1 4 # (Artificial
Intelligence, Al) f- # % & ¥ (Machine
learning, ML)E Bo it g I o EAAT IR N
A RETE A B f?:._@?*"—“fki
{302 P o AR F T ik 3718
Ao Open RAN i B it~ H 4@ % 2K
e |PARER BRG] F L g2 R | FIERAT
¥ WG 0 P GRS TR . RIFERAT 2o S HBTRR2Z X 237
B {n d T FL R pD fé*‘iﬁ Foo im0 % 2B FIFR AL
S H PGV TG RF e
[ E Tﬁ\’ﬂ“}i i *“?%_;‘ =z R s
THRHIAREEFFEAN > R TEE
&R o
Open RAN #15 $ BEREF > 2 235 F
o #%’_*n‘vsz*pgr‘sﬁﬂ%‘ﬁlrio " | Open RAN $ 2% % 37 /i 22452 > 49
o . | FEREYARERARE PR ERY
v[i;ﬁ Ef)enRAIi FILSBP 2L F 2% | ghamEvrr o
TR BETEFR o ¥ D 3
R Bl T S BT R AX B R
#a * | Open RAN % # fatE L5 % I 1 & %
'%E'ﬁ TR S 8 LA \—1_11;1,}{;(55’; &
gL o
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PR D
‘#—jﬂz > >
rog i Fogll
Fo | B RGCHALFE S AR B DT R AR
£ | AFRBI P ETL L RER
SEBFRE T MRS E 2
I/ | B asEfils 3 ’&%?
¥ K8 ﬁ‘fv%?*kmrﬂ v Fd oA | &
ST S Iy
TR kR TR EAFFHAL TRE
242 FmIEL | g (FCOFM L L-A ¥l
A F ek
‘#—jﬂz > >
rog i Fogll
e R LS TS FEMALRA R §ECOTE FHIF
BREE G MR B 5 e
w3 e Open RAN - -l
|7 LRI R Open S SR
CARERN I -5 i LR T s S 4T 2 g ,
Lo | FEAEsE AR FECOBMMHE | AN o E Y STy e
FR|sme g oeflr o Hpfl* Open SR L EE S o PR i E R
RANRU f B 2 4% 4G/SG H £ ¢ snig @ | 1~ P8 % o serchy To% F1 % A
SRR T - * Open RAN 2 4 7 i W1 5
SR R E -Er; %;‘z?l’i\:\,@
Open RAN 7| & te3k % 4% #2 bt 8
i s p?p,igffﬁﬁiﬁirﬁ ﬁéi@%“iﬂiﬁé@ﬁﬂi*
wg | L TEAREARERE DAL S s pmy i AR
D[RR AR ALY ERERR Bk 0 i = -
= R £ 124 - R B
éfOpenRAN’ﬂ} REFL FFHR | TRFEEEEE P ¥ Open
f oo | PEEEFEE B UARSRERA | RAN R EF FH i 20T £z
4 ?@E%@ﬁ%ﬁﬁﬁ%@%ﬁo TRIE 4] P BRIE 0 e W AN
vzl ;};ﬁ:",?&ié%ﬁ"ﬁ%{% B g iLE e ’F“ ?LiﬁgFCC)TX%Q’%JIﬁ\—i/‘
N o
BE A L I FRRET &
| e . .
M | 400 Open RAN # b % » udeit 5 @ | o [CC ii 7 R AR Y
BY | ewnbo g hagt o pumen |0 RRRAIEE 2 B2 Y
7 2 ]
Testbed » & 7 5% ﬁb&iﬁrr’/?]é“’ A e S T X ﬁ‘
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[
S
¥

rweE Fogl

IT/ | foet e s 4k (i qcf & 4 3 F B %%
PR | gepfaic R RFARIS § 0 G

TR &R FTREAFFFFAL TEL

4.2 3GPP A $cN A 4 B H e

P 5G TR ARERE N 5G A 2 EY H 20 47H ~ 4 3(CU-DU split) e g2 2
B RGFETHEOATERAT > L RSAMRA EFHFMTERE > F 11
RliE R G5 5G AR d el o AERPERGT F = &4 T3 224 (The 3rd
Generation Partnership Project, 3GPP) ¢/ Open RAN 78 i crff B Hojie » 2t % 42,1 & 45 i
R BN AR T @ I %‘*ﬂ-géiﬁ’sr“ff*??ﬁ 422 S3dHEY H AT et » T

B R REGE B R 423 SN AE A E A AT H 0 B ehPE T T o
421 % ¢ E 22 0 4cH 0 LR EH

FZREIEP L EGGPP) A fr A A R4 24T 5 ¥ 3GPPTR 38.801 4

B LA A (4] RI B E AU A HCE 2 (DUA Bl el bt i 3 R 55 oA

\\\

WS FF S Ao dp2d SR 8 BEY HARAHE A BEHD R(4rF 2
PR ) 0 A B G T E SUE RS 41 (Radio Resource Control, RRC)frdt & Hedy % B B 2
(Packet Data Convergence Protocol, PDCP) i& {7 4 & 7% 1 = % (Option 1) ~ ** 4 #edy
% % - 2 (PDCP)4r & s 4&5% ¥ 4 (Radio Link Control, RLC) ¥ i& {7 4 & eh% 2 = % (Option
2) ~ 3 R oE svgape iy 4 (Upper-RLC)fo™ k& & dafe 3 4 (Lower-RLC) fF 38 {7 4 & e %
3 * % (Option 3) ~ ** & #4537 41(RLC) 418 15 B~ 41 (Media Access Control, MAC) ¥
T AR % 4 2 % (Option 4) ~ ¢+ K 4548 73 B~ 4741 (Upper-MAC) v ™ & 4548 57 B~ 41
(Lower-MAC) & i& {7 ~ &) % 5 = % (Option 5) ~ »* 448 5 B2 41 (MAC) v 7 %8 &
(Physical layer, PHY) R :& {7 4 &% 6 = % (Option 6) ~ >+ & 7 # & (Upper-PHY)fr™
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% 7 % & (Lower-PHY) F i& (7 & & 1% 7 = % (Option 7)1 2 7 #8 & (Physical layer,
PHY){r 444 (Radio Frequency, RF) i3 5LaJ® fFF 3£ 17 4~ & 0% 8 = % (Option 8) °

High- Low- High- Low- High- o
—» RRC J » PDCP - RLC - RLC > MAC > MAC ™ phy » Low-PHY - RF -
Option 1 Option 2

'- === v
—»: Data Option3 Option 4 Option 5 Option 6 Option 7 Option 8

-

» High- Low- High- Low- | High-

- RRO BRCI RLC RLC MAC Mac | PHY
=79
4—: Data

-

A

A

A

A

Low-PHY - RF -

CPERE RS SIS I

Y EHEYHEACU)E 24t E ~DU)A B EHET[4] 57 F R o f £ 5L
PR3 LR EF e i 4% 1Y (Network Function Virtualization, NFV)e2¢ 1‘# o B8 5G £
¥4 B¢ H A(gNB-CU)S 5G A% £ A 4cH < (gNB-DU)A 2 % (4 3 B 2 7 7 )4
7% 27 %(Option2) > A FFEBFL g 27 SGAFF F7 H~(gNB-CUJ
F#& 5G A¥ &7 &RF A +I(Radio Resource Control, RRC) £ JR 7% #icdy if fie 5 2
(Service Data Adaptation Protocol, SDAP) 2 2 4} ¢ #icdy % F = % (Packet Data Convergence
Protocol, PDCP) % e jt 7 ic > @ 5G A 4 4 47H ~ (gNB-DU)R| § F & S4ape 47 4]
(Radio Link Control, RLC) ¥2 4-%8 73 2~ 4] (Media Access Control, MAC) 17 2 7 18 &

(Physical layer, PHY) % e 52 5 it o
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5GC

NG TNG

ING-RAN

oNB Xn-C | gNB
! gNB-CU

gNB-DU | | gNB-DU

W35G Ay 4 &7 H A2 Ayl 20 2 5[]

422 % ¢ HAfrf|T ozt =T g o3& g

FZ AL FP L HEGBGPP)s A% 2> %(Option2)2. & H ~ 22 0 57H < 4 3%
W[4 R r gl L E H AL F] T e &% 2 T 5 4 3 (CP-UP Separation) e
FHEARM A % (oBl 4 97 )[S] > B 5G A £ B P H Z(gNB-CU)iE- #3474 5 5G A&
¥4 B¢ H A-#4]-T 5 (gNB-CU Control Plane, gNB-CU-CP)¥2 5G £+ £ ¢ H ~-% =
L & (gNB-CU User Plane, gNB-CU-UP) o i 8L ¢ JE 5 v P& T g s o iz It &
RIEPERERAN)F o ad?eF » 2 RS2 BRP ARG AT W Rapsy €84

Beeg SR~ i (R 2 L Bl

56 A# R fY H A4 5 (gNB-CU-CP)L & f F 5G A+ 47 » 2 RF R
(Radio Resource Control, RRC) ¥ 3t & #icdy % & = ¥ (Packet Data Convergence Protocol,
PDCP)r#|Tm # it »5G i £ 9 H % = Ty (gNB-CU-UP)j FlEF 5G A¥ %
P JRIRHc i fe s € (Service Data Adaptation Protocol, SDAP) 2 2 3t & $icdp % B o &

(Packet Data Convergence Protocol, PDCP)* = T & 34 iy » @ ¥ 35§ E1 4 & 4%
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Bl45G Ay 4 9 B2 frqlTodr = 25 2 dp2Eirl]

t 3GPP TR 38.806 $Like# 7 4F & [S]*74y i cna 3747 » — B 5G A+ £ (gNB)#

d - BSGAR A E? A5 HT5 (gNB-CU-CP)~ 5 BS5GAR L E H A 2 T4

(gNB-CU-UPs)1 2 % % & 5G #A¥ 4 A 4cH Z(gNB-DUs)*rE = o m — 3 £ £ 4t ¥

PFo R g— B 5SG AR EBY H AT 2 T 5 (gNB-CU-UP)i 42 - # 5G ¥ 4 &7

A2 #] T & (gNB-CU-CP) » ¥ #— B 5G ¥ & 4 4cH < (gNB-DU)i 423 - B 5G %

¥4 B¢ H A 4T G (gNB-CU-CP) > % i &% ¥ * {+(High availability, HA)sH i *
BT AV s B SG AR £ Y H A7 dlT % (gNB-CU-CP)

423»%{.&"*"%.&%& Em,&,\iljm;}li/{{h’-ﬁﬂi

5G # ¥ 4 (gNB)# it 4 i)(functional split)e> N2 BB X3 F R* F 8 g £ 4o
nﬁﬁs?lﬂi:ﬁi 7% %1 o 3> 3GPPTR33.801 H A= 3 3R 24 [4]° > B Plicm 4 5G A L&
# it 4 &) (functional split)B~id->t e # % g ~ ") 2 PRIFE > 40 F B 157 F Ok
FOPRARR R M g 8 ﬂihl <% 7 Ip PRIF & B (Quality of Service, QoS) ©

Fli A% 2 5 (Option2)2 ¢ H g2 A §gH = A B A f * 3 it i
R LT R AT LR o i 3 (Ultrareliable and Low Latency
Communications, URLLC)#-3 % f > % = % & 174 13-4 (3GPP) & A fgs &40 1+ &
F %8 & (Upper-PHY){™ & # %8 & (Lower-PHY) & (7 4 &1 % 7 = % (Option 7)i& - #

&7 A 4T3t
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& 3GPPTR 38.816 # #7548 2. [6]¢ » # 5] & % 6 % (Option 6)£* % 7= % (Option
7)it 7 14k & &l (low layer split) > # ¢ % 7 = %(Option 7)¥ 11— #H & 5 % 7-1 * %

(Option 7-1) ~ % 7-2 * % (Option 7-2)2 % 7-3 * % (Option 7-3) % = B » & > Z (4B 5 #1

7) e

-{ Option.6

Coding

‘ ‘ De-coding ‘
‘ Rate matching ‘

‘ Rate de—matching

Scrambling De—scrambling
_____ .f____________‘_______ __ | Option.7-3
(DL only)

IDFT

Pre—coding

‘ RE mapping ‘ ‘ RE de—-mapping ‘
e e -
IFFT/CP addition FFT/CP removal
RF
‘ Digital to Analog ‘ ‘ Analog to Digital ‘
o ] _
r___L____‘ Analog BF l
| Analog BF J| |_ _ _"iog_ T _|
L 'Y
B 55G A # 4 1k » Z(low layer split)[6]

d @R FEREL S 1 107 2 (Radio Access Network 1, RAN1)3% &
T2 £ Z &322 H - {£E[6] >
RAN3)$ 1 A 3% % i
B R E o

EYPEID ST
P ER GRS 3 1% 2 (Radio Access Network 3,
T 5 3t 4 3GPP)IRFF £ A 437

x'&% AN
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4.3 O-RAN +#/| &7 Open RAN £ 3+ 4 £ 8 v

B 5N g A P e B2 B3 PP (Open Radio Access Network Alliance, O-RAN Alliance) = =
P ARE AR Z R AT L3 H(BGPP) 5G A R (gNB)EH  FE - B R
MEPRRDEIRFEY - K 5G ¥ 4 (gNB)hg S P 4 i (Radio Access Network,
RAN) g7 i mbtft » b ARE 46 chhdz + &% 3 * & 5 (Commercial off the
shelf, COTS)Fv ® *x J 4~ %5 #ic 18 (Open Source Software) o i% i B 3" o 4 % & g » R
o FMTREEAENEE A THRESG RFR FRPRE kgt ?Ej‘; 0
o or 4o 34 B F ¥ (Machine learning, ML){r 4 1 47 £ (Artificial Intelligence, Al)sh™
pEadt > MERERE NG TH S PHFERRAFREARFLBIFES? 1 Xp &
it fed PREEITHE S o

43.1 O-RAN £si3cH A~ a M7 5 = 4 2 G B H s

BN A P e B B B (O-RAN Alliance) i & # 4] 2% = & & (v &3+ 4 (3GPP)
X F R i g A 2l (low layer split) 2 H > TR R KR F R FREEE
B EFE A RY 2 Jfﬁ #x Open RAN 2 ﬁ?p EEHTARSGAr L HP H AT
% (gNB-CU Control Plane, gNB-CU-CP)& 5G ## % £ ¢ H ~-#* = T 5 (gNB-CU User
Plane, gNB-CU-UP)% 5G # ¥ 4 4 478 < (gNB-DU) - # #74] 2 O-RAN 4 47 H ~(O-
RAN Distributed Unit, O-DU)* # 5 & 4 &% ¢ H ~ (Lower Layer Split Central
Unit) > 22 O-RAN & % 7 ¥ < (O-RAN Radio Unit, O-RU)i% B * 22 & R T 1 &
(Common Public Radio Interface, CPRI) & /£ 5%if * = X & R 7 /i % (evolved Common
Public Radio Interface, eCPRI) /i & 4pift (12) » B 2% ;% & 40 4B~ e 1275 B (O-RAN Alliance)
] 2 Open RAN 4 & 4 &) er2E ﬁﬁr'f B 6 #7157 o
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eNB/gNB
0-DU
LLS-C+ +1-LLS-U
LLS-C+ +LLS-U
O-RU O-RU

B 6 O-RAN 73 % i< & ~ &l (low layer split)(12)

4.3.2 & SEP- R RAT R o] iR
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BV m P LB B (O-RAN Alliance) 7 s 40 35 B~ e B A7 4 3574 (Radio Access

Network Intelligent Controller, RIC) ek 2 it + (4e[@] 7 #7577 ) > B /i3t & Pt chfl

A ERARE L G B FRE RSB fRERACE AT RERE L
3 e ¥ 0 4 1 97 E (Artificial Intelligence, A% % £ % (Machine learning, ML) % %

RHAT H RS RBETEL CERIAG BRL CAMREY £ S EMBR

X3 %o G i;jiév],@:'f_ ,Aq%/émgﬁﬁgﬁé °
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Service Management and Orchestration Framework

- Legend
Non-Real Time RIC o1
——— 3GPP interfaces

—— O-RAN interfaces

B —~ - — For future study

L [OpenFHM-Plane

Open FH M-Plane IL

Y

0O-Cloud }

B 7 Open RAN & uzE fﬁ[ll]

5G Al AP AR TER2ZJRET 0 A RPFF fﬁd“%s-‘ﬂﬁf—rﬁ'ﬁm%ﬂ}
RPp A R B G R UXApps B AR N R R E R TE 2 P TR
@&?%i‘ﬂ%%f%@ﬁﬂ%ﬁ&°iﬁﬁﬂk@?iﬁﬁﬁﬂﬁﬂ§’F@ﬁ
MUNTER TR L e RS H T BRI RELR NS TR BiF E2
2Ol £ R ELEBEENA G HIFE BIRERATE L 4 oo

PRA%E T2 2 Yo dt (Service Management and Orchestration, SMO) 2 & % i e B2 3K & g
WRGE > VA Ol Mg &8sl B~ Jff 2R 2 & 2 ? 72 (Fault Configuration
Accounting Performance Security, FCAPS) » F pFi& {7 2 3+ 5 L 5 (O-Cloud) ik 2§ 1
B R N @ 4 6 (Open Front-Haul, OFH): % 12 i (M-Plane) /i & i& {7
O-RAN & %3 ¥ = (O-RAN Radio Unit, O-RU)# IZ o JRi% 3 1232 %2 (SMO)P & 5 2£7
P A4 B~ e B AT i 474 (Non-Real Time Radio Access Network Intelligent Controller, Non-
RTRIC)> L & # i 5 FHAT - VRBEF Y AN S/ EFITAE LA 2L 22
P AR P~ e BT A0 474 (Non-RT RIC) A %) € PRF% F TL 22 St (SMO) 2 i * PRA% 24P~ (7
AERTERIFERRAN)E* S pl TR LEEREFY REH 2 FREL - S &
Al 4 G 84 RS Y B F %o 2T pk g AU B R B 4P 4D 274 (Non-RT RIC) » & 2 7 %)
B2 EBRBEDE > A B AR IAFRRTARE -
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IT W PF AP e B 9T At 457+ (Near Real Time Radio Access Network Intelligent
Controller, Near-RT RIC) 3+ & A 7 P~ # B (RAN)P » Ec@Z A7k p 2T BB RR
(RAN)sh T g 30 0 5 & 2L B | S5 P~ e B AT a0 42 % (Non-RT RIC)#% i chgg b 330 >
) # 2L gk g SR B R TR £24 (Non-RT RIC) 4 BE ¥ H07] © £2 88 70 R Uk w eh
it FEE E2 Mo HERT B RRERAN)E 7 28 5 > LT TR AR R
i 324 (Near-RTRIC) ¥ » 44413 Fpchfis* § 1B % chxApps b * A28 & (7 F LT fr 8 4
W E AT BB B (RAN)F i 8 (7 S8 o
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5.5G Open RAN % > cnF% 3 B $$ 2 T X R

O-RAN e @it £ X R E% 2 2T SR A PG TR > LA LA 1R
LR TE
G L ¢

1
IER R

—h

ried 4 o L% % Open RAN B 2zt
/N
{

\

z EHchRLRE Topi 8 AW
MAPFHRAE P s FoF R REr §RFLXEFL S 2 - L
g R EA ERFT XA Sodfel - A5 RFEMTF B% 5G Open

N ?Hﬁz’v’ﬂp ZRE % 51 &4 % Open RAN = > R 3 E 48% » 431 Open
RAN % 2 "% 5o K 22 W% ~ B OpenRAN F % R AL L 15 » T#“ R EF AR 5.2 &3
% 3GPP A Y A hFTEHRAL 0 B4 53 & i Open RAN A 4 ihF %
%Ec

5.1 Open RAN % 2 R % B &%

5.1.1 Open RAN % > (%2 g i

2> 2020 # 32 g #F T >+ 71 3 g% (Secure and Trusted Communications
Networks Act) ; (13) > ™ HE RPN e L2 5G FgF2. & > o 3%2 %8 & £ £
R =Rid 2 £ B € (Federal Communications Commission, FCC) = # i & F % = § 23 4
CH BB EY AARARERE RSP DT ERE A f%?"ffr“ff—%i’ {HIRER
e ZRAF 0 22 Open RAN se LB & 27 £ Rpc i~ A ¥ T B LT

% B ® I % (Department of Defense, DoD)** 2020 # 5 » ## [ ®p R 5G $ux
(Department of Defense 5G Strategy) | < 2 (14) » $#& % R [# 0§ Zit 4 #4% & 5G v

pﬁﬁﬁi};‘___ﬁgi*im)r‘)—l-,g 5 f#_pti &'Lﬁﬁ:ﬁfllflﬁi#ﬁrﬁg—ﬁ% F##BF&‘?’}
EHRAT R Y BB RS SG 7 o i geE B ¥ HE SG TR AP

FaRE 4 3% BB TR GHP R X FIF G E(Zero Trus) F B2
TR e~ S5G HpTAn BRI LB RG] 5G R s 5 R BRI s B R
BARM A E Rl (PP R R R R L P ATy b lE R R
Bl g %27 & vy akn] 5G k' o
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F 1% & ® W ;&2 (United States House of Representatives)*™ 2020 & 11 7 id i e
£ W7 % (USA Telecommunications Act) | » i% 6 2 R K 3% 3 FEER ? 32 % (National
Telecommunications and Information Administration, NTIA)#% & 7.5 R % ~#ix > L ¥ >
% 4cig 5G Open RAN ZE et cn® F{oig % » 130 2020 # 12 * &) #-4cid Open
N 28 e e e B 0o~ 12021 & B #5248 7% % (FY 2021 National Defense Authorization
Act); (15)% -
A EadEr THE v 3 4k1F | 5G #REHA6) > £ MM E 2okl 7P
A D@ s 3~ 2 rc X% P (Open RAN Policy Coalition) j» i d & %
EARE e S 'P* e ? 2 % (National Telecommunications and Information Administration,
NTIA) A fFocf ~ R AMEFTREIrFAEFBFAZEIRE £ -2 5 § (Diane
Rinaldo)#£ = & ¥ » % 1 &
o3 X
£ WH L ArdT s £ 5 (Huawel) ik # 2 46 TRl g 84 £ 24 27§ 8 - 5
Open RAN P EHT » R RE XEFH* 2 P RF Ol {cd * A4 > 3wl in

g A R R e R A TR s

Sy

F_*

Ll SERM FEFEHS %%goiﬁmfi%AMTﬁéﬂﬁﬂ
(Verizon)% Dish Networks B 47:& {7 Open RAN 7F £ fe e ch~ RfiCerng 338 » 2 ¢ AT&T
# % 7 = & (Samsung)£? § = © (Ericson) &3k & 73 B4L VB 77 % PR BRI

@ Dish Networks » B 4541 #* Open RAN # jirzE fﬁ— B Al R

F Rt B ¢ (FCO)*r 2020 # 9 7 &gy "£ R 5G Fra4eid > % (5G FAST
Plan) ; (17) » % ﬁ*u 5G Open RAN Z £ # {7 3 % (Forum on 5G Open Radio Access
Networks)(18) #:-% 74 % » U EBRT LR F TR % 1 fﬁ LR ERR S
Bl BAERE DRFE RS A o £ € ke AT&T & < 33 3 (Verizon) % £ £ 4%
5G Open RAN 92 1 o T % R R 439 & /R 2 (Mike Pompeo) &3 3TF AR » 2 FF ¢
PIER EEEH 5G RRERD a3 289 24 JdhERT - AR ELAR
Tt Ajit Pa)Rl &7 T ERE R ) FT RS ELRGPAFRA S
ARBERERT SRR X 2R HREEASRT Y > a3 L0 BERD o
(16)(18)
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AERERpETILd 2 T o AR RAR S 0T B E £ 404 % Open RAN e i 2 E i
KSG AL MPER - AURRE 2] B EIXRF2Z2E > PATRRAERFP &
T & = 7 (NEC) e 2020 # & B 4 & 3 W22 382 = Open RAN 7 4 4 2 1 5G & S 2 4
B 1% P & L 3F OpenRAN ihie 2 28 1 7 2ok FHRREEARY R L
o AT ﬁffﬁﬁﬁ" FRA 2021 # 1 "2 S5pEiaimnpREAZ>AE sgf;ﬁ-
IPRHBMERFED AL FEESGHHF -

5.1.2 F'% * B ¥ Open RAN F % &AL 00 2

BN AR P e BT B (O-RAN Alliance) A % % = % & 745 23+ 4 (3GPP)«15G
PR (gNB)ZEHE - & B - BBt m R P R g L E A 405G 5 4 (gNB)
FEH ARV PR 8 47T e

o-RAN
3GPP-based Architecture O-RAN Architecture
(Rel 15 CU-DU Split) Lower Layer Split (LLS) 7-2x

Manogement and Orchestration (e.g. ENM) Service Management and Orchestration (e.g. ONAP)
Non-RT RIC

to O-Cloud

M-Plane
(Optional for SMO)

Mear-RT RIC

El
E2 0-CU-CP =————— 0-CU-UP

F1-C Fi-U

Open Fronthaul

] 8 O-RAN Alliance ¥ 3GPP 7 #+* #(21)

RREEFHE 2 G (Ericsson)ib s AP ESTHAME RF L nh ) mAULAK G
Open RAN Ak o Hjis % ;ﬂ‘_if‘u?» X2 o HX2TFRBASEA T AL TREFER T
B3¢ & 5G PR ORTR ' B Ex+ P (Making sure that Open doesn’ t open the door for new

risks in 5G) ; - < (20)12 3 TR 2V & SR P- gL >4 E (Security Considerations of
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Open RAN); ¥ £ 3 (21)® - E483p P 23 * Open RAN FE iz o @ F & 5+ & i
BRRAL > X RAAE R AR LT F L0 ik Y EH & 24 0 Open RAN 73 %
N _%%ﬁ—"‘ m#.q.ﬁﬁﬂh’ uli@'\a?f'—fr/ﬁa?f'mmf\: ’LE'P Ao S8 ﬁﬂsm%/{%’?\‘ M

I

(ﬂd\

JEP - o
(a) Al 4G 2 E2 46 123 B 2% @& 4 6 (front-haul interface) & #7 /1 & 3 4r = ¥*
(b) 1T TP f SR~ B A 24 (Near-RT RIC) 2 xApp b * 423 #7F % s & 4
(c) Al RE 493 4v 7 412 T 48(Trust Chain) =
(d F=AG eypRTF A F &7 (7R HF(industry best practice) ¥ 7 53 % 2

() B iRt h &= P

ST P RE SV SR E RN FEREY TR R
+ o € z 15 (Ericsson)i #% ¥+ Open RAN & % 729 T 7% >4

(@) ¥~ E Open RAN { % chfi o for it o

(b) |27 T REP AT 2 (Near-RT RIC) AP B chF & b " > + H § o2
FAlEsE e {oddp Ha 4 2 xApps e * A2 B AR BAPM R G -

(c) HBiER ';I’L'J??L TR T G FE j\ﬁ'ﬁﬁ—ﬁ it 4 A A eny T 48(Trust
Chain)= §* -

(d) ZypA FEdF TRFE* BiEK L > 2 (Transport Layer Security protocol,
TLS)fri#ici> & F KAk g LA & % 2 o

% BRNBPE

S
4 o

EEF L 2 AR DevOps MR B { B K X P X i

C\fa\a

(e)

() FiEFHEFEE-
AP R B~ o€ = 17 (Ericsson) ~ 3% 24 17 (Nokia)¥? & 5 (Huawei)# 74t &40 5G 7
2% % > Open RAN #£iE# 5G F XA F A2 o3 N BT ENX AR
B SGCREER?PEEXERD IR ERRF PAEAS > i * RLFF DI A20F o 2
@0 5G R A ¥+ L# T Open RAN i 2 B T R A# Y £& 5~
-l% °
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523GPP &~ 3t Ay 2 T X R

FZRETTP L EGCPP)IRE R T k2 5G A £ § ¢ H ~(gNB Central Unit,
gNB-CU)# 5G # 4 4 ~ 47 H ~(gNB Distributed Unit, gNB-DU) 4 £ 7 H.(4c 8] 9 #777) -
w ‘ﬁ%‘*ﬁ@ FI /i@y flatigd? | Te et 2 Tg 0 2 (CP-UP
Separation): 7% #.% 4R B 4 @ [5] 0 % 5G Ak 4 & ¢ B (gNB-CU)ie- #1474 5 5G 4
B4 &P H -4 s (gNB-CU Control Plane, gNB-CU-CP)¥2 5G k3 £ & ¢ H ~-% =
& (gNB-CU User Plane, gNB-CU-UP) > -] 9 #7177 & 4 F %8 E1 /i & @ 4%

B9 5G Ard ¢ HAF4T 5 (gNB-CU-CP)L & § F & & F kx4 (Radio
Resource Control, RRC)¥# #} ¢ #icdy % & i+ % (Packet Data Convergence Protocol, PDCP) %
AT G ot it 0 HE B 2K # (UE)Z #5241 & (control plane)3t & ez £ {4 fris
Bl 5G AL R H A 2 TG (gNB-CU-UP)j Al f F PRA:Bicdy if fe b5 T (Service
Data Adaptation Protocol, SDAP) 2 2 3t & #cdy % F > @ (Packet Data Convergence Protocol,
PDCP)% #* = I g chfeper i » % 3| * =k % (UE)2Z * = T g (user plane)3t & chx &
Miefm it o @ 5G A £ A 4cH ~(gNB-DU)R § # & 5448k 47 4](Radio Link Control,
RLC)#£ 448 7 B~ #41(Media Access Control, MAC)4 2 7 48 & (Physical layer, PHY) % 4

#HE I 2R B (UE) N F e %12(22) > e g Bl X sc @R ¢
FSG fFE R 2R (UE)«H+ * {2 (availability) -

Brtil o0 3§
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B OSG A & f ¢ 8 22 gl o 5 &7 * a2 2 R[]

52.15G A¥ g S P4

45 3GPP TR 33.926 ® i A SF4#7 52 ¥ P {rMiEF 42 % 2 TR RFF L H L
(3] 7 085G A A FARGAV RS- BE PR G L &SP S E 3GPP &
& i 4 5 = % (Threats relating to 3GPP-defined interfaces) ~ 3 %] 7§ # Fn (Spoofing
identity) ~ % < (Tampering) ~ F #3%(Repudiation) ~ F 1 45 & (Information disclosure) ~ &

%7 PR f2(Denial of Service)! 2 ¥ % 4¥ ## (Elevation of privilege) » H ® 444 5G £ % b *&

B FTAeT o
355G M 4 P A
= ¥ fhuR & P &
N2 Ao o= %
3GPP % & chepe i (N3 /G & 9
& = % (Threats Xn /i & = §
relating to 3GPP- F1 /i & = ¢
defined interfaces) El /& = %
NR-Uu /i & = %
Ff 3% Tk = (Default Accounts)
53 % 7% ¥ 3% (Weak Password Policies)
5 5 ?iiiﬁ%ga;syvord 1i)eek)A
(Spoofing identity) Lkalk )x% " (», irect Root Access)
e V2 L AU T (TP Spoofing)
& R, #2.5% (Malware)
# F.(Eavesdropping)
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A

T

w4 o &

Zz

£ #x(Tampering)

g

1 :2(Software Tampering)

“75 4% % 3% (Ownership File Misuse)

¥ ¥ % #c(Boot tampering)

PiEE vI(Log Tampering)

¥ E ey g # it (OAM traffic Tampering)
FHEE A %g “lz%'_’ * (File Write Permissions Abuse)

H

= 3@ 13 8 % #(User Session Tampering)

% #at(Repudiation)

i*

2% 2 E#s tedk(Lack of User Activity Trace)

FiLin
(Information
disclosure)

7 2 & 4 A 4 (Poor key generation)

% % & 4 ¢ 3 (Poor key management)

33

% 75 % & 3 (Weak cryptographic algorithms)

7 % 2 F &% 7 (Insecure Data Storage)

I

J& ¥tip X (System Fingerprinting)

DS

T3 ﬁ_;‘ (Malware)

53

A ahw] F 2 iE #.(Personal Identification Information Violation)

7 % 27 & 2 j (Insecure Default Configuration)

;k% %/P &3¢ 214 *UE* (File/Directory Read Permissions Misuse)

MR E-7F % > R PRI+(Insecure Network Services)

£ & PRF3(Unnecessary Services)

P &4k % (Log Disclosure)

£ & i * (Unnecessary Applications)

# F.(Eavesdropping)

4

Z R A S B IR ERE > & §(Security threat caused
by lack of GNP traffic isolation)

Fe %t PR 7% (Denial of
Service)

MR fE/ 75 B F 2 3K % (Compromised/Misbehaving User
Equipment)

F 14 [(Implementation Flaw)

[E

BTIRF%-7 % > 3§ JR i+ (Insecure Network Services)

A

% 4% :¥(Human Error)

# % 4 & (Elevation
of privilege)

TR

3% * (Misuse by authorized users)

A2 3§ 45 48 4% B /PR3 (Over-Privileged Processes/Services)

P

TR A H ”115: * (Folder Write Permission Abuse)

W pihE B~ 8

*L% * (Root-Owned File Write Permission

Abuse)
% 4 4% % (High-Privileged Files)
#& % -7 £ > g RR 3 (Insecure Network Services)

Unnecessary Network Services)

% 2L B PRG3R § 42 ¥ (Elevation of Privilege via
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522 B3 5G A¥ 2 ehF X S P A

9 3GPP TR 33818 ® R m#H "t A K h% 2/ %> 2 {fok 2 TERFF L H L
(Security Assurance Methodology(SECAM); and Security Assurance Specification(SCAS)for
3GPP virtualised network products)[7] > 5G pe m#E 1t » 5 = fAF F N 40T o

() #FHN 1 RLPREYPAERF L] 3GPP & % 57 it (Virtual
Network Functions, VNF) » & #-H % % 4 % = 2 i i Bt A#HEX
(Network Functions Virtualization Virtualization, NFVI)_}+ -

(b) #FHF2: TRPRFFF AT ] 3GPP & #F R i (VNF)frm #
& (virtualization layer) > & # % % % = > & 48 & (hardware layer) +

() #HH3: RRRREY P AT Y 7% % 3GPP & i i
(VNF) ~ & #t % (virtualization layer)f-#f 48 & (hardware layer)

TRPEREIYFOZAFT FEN LB H R = AE* B # I ®E A 5 (Generic
Virtualized Network Product, GVNP)Z| it 4= :

Type 1 Type 2 Type 3
3GPP defined 3GPP detined 3GPP detined
functionalities functionalities functionalities
I 1
Virtualization layer Virtualization layer
1,
Hardware layer

B 10 = fBei bt & 53 (7]

TRRREYHE AT FAIG R SCG AF AP - EHRY Y BRI ERAE
Y B e B3 i~ #& (virtualization layer) fo A £8 & (hardware

layer) » 4c7F
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3GPP-defined interfaces

ETSI-defined interfaces

V7 Y T
1 1
1| Functions Functions |
! : Oth 4 Oth |
i | definedby functiirns defined by functi?:orns i
i 3GPP 3GPP OA.M | Remote management
| — functions | |
! Guest OS Guest OS |
Virtualisation layer
Hardware
GVNP
> “2 /L LR R4 H- Y
B 11 % R B A S A 3 2 4[]

fedE 1 5G Ay & OF

L6 BET 5GAM 4 TR

T APAITEALERSGAR 4 hF R S P AT RAeT

A AAR L S

® PR = % o & (TR 33.818) 2% 2Ln # (TR 33.9260) = 4744 i
N2 /5 =% i%3mmn&3%6\“5&2¢mA%
o % N3 /6 = %
SOP R Xn i & &
PR G OR —
P Fl i® = %
El /& =%
NR-Uu /i & =
- Frap Al P
ETSI %2 5 BRSO RRRR RN
PR B o (Virtualized Network Function Manager,
X VNFM) R 4 & e 4
- RERERES G ERERAER NG P
E 3% +E = (Default Accounts) | #F 02 3GPP TR 33.926 2 % 5.3.3.1 & s
P L AR PEERRERET
(VNO) /i & m * R4 o w73
FFE °
33 1 76 7 % (Weak Password | #f 17 3GPP TR 33.926 2. % 5.3.3.2 & enad
0 % 5o Policies) P, ,’_E_f_’\g-i; a ‘gﬁzi@}: %il,}&ﬁig‘zj/i%
(Spoofing (YNC) R E et TR IR
identity) f oo
AR % 7% (Password peek) %8 7 3GPP TR 33.926 2_ % 5.3.3.3 & w
P L AR PEERRERET
(VNOY i & @ 3 &7 Mipdlim &7
FFE °
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® PR = % fw &> (TR 33.818) B %G 2 1 (TR 33.9260) = 47+t i
® #1273 B~(Direct Root it * 3GPPTR 33.926 2. % 5.3.34 &=
Access)
R | i g T A H(IP #¢ 1 3GPP TR 33.926 2. % 5.3.3.5 &=
(Spoofing Spoofing) P S PP BRI AEERS
identity) (VNF)¥ 3 28 1T % -
E & #2 3% (Malware) it * 3GPP TR 33.926 2 % 5.3.3.6 &2 ¢
#57E.(Eavesdropping) i * 3GPPTR 33.926 z_ % 5.3.3.7 & e §
#i %8 % 2 (Software it * 3GPP TR 33.926 2. % 5.3.4.1 &=
Tampering)
7% RS R % (Ownership | if * 3GPP TR 33.926 2. % 5342 & 4
File Misuse)
B # % < (Boot tampering for | % _#&*" 3GPP TR 33.818 2. % 5.2.4.4.2.5.3
GVNP of type 3) E R R
S P 3% % :z(Log Tampering) it * 3GPPTR 33.926 2. % 5.3.44 &5
(Tampering) | %38 ¥ e g in $ fsc | i * 3GPPTR33.926 2 § 5.3.4.5 & cha
(OAM traffic Tampering)
FoEx B o~ 0T (File i# * 3GPPTR 33.926 2. % 5.3.4.6 & & ¢
Write Permissions Abuse)
* o2 8 gre(User it * 3GPP TR 33.926 2 % 5.3.4.7 &2
Session Tampering)
TEE ik 2% 2 Ed tesk(Lack of | if * 3GPP TR 33.926 2. % 5.3.5.1 &= 4
(Repudiation) | User Activity Trace)
* % &4k A 2 (Poor key it * 3GPP TR 33.926 2 % 5.3.6.1 &= ¢
generation)
% A &4 ¢ 72 (Poor key i# * 3GPPTR 33.926 2. % 5.3.6.2 - ci= ¥
management)
33 B A% W B 2 (Weak it * 3GPP TR 33.926 2 % 5.3.6.3 &2 ¢
cryptographic algorithms)
_ 7 % > FFEE 5 (Insecure it * 3GPP TR 33.926 2. % 5.3.6.4 &2 ¢
Fhg Data Storage)
(Information | % s 3; & (System it * 3GPP TR 33.926 2 % 5.3.6.5 & hs 4
disclosure) Fingerprinting)
E & #2 3% (Malware) it * 3GPP TR 33.926 2. % 5.3.6.6 & 2 4
B A 2hw] 720 iE 2 (Personal | i * 3GPP TR 33.926 2 % 5.3.6.7 & = §
Identification Information
Violation)
7 % >3p % 2 i (Insecure it * 3GPP TR 33.926 2_ % 5.3.6.8 & 1= ¢
Default Configuration)
R/ P g L it * 3GPP TR 33.926 2 % 5.3.6.9 & 12 ¢
(File/Directory Read
Permissions Misuse)
7 % 2 g gt PRi+(Insecure i# * 3GPP TR 33.926 2. % 5.3.6.10 & =
Network Services) %
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® AL ® v 40 & (TR 33.818) B % 2L 1 (TR 33.926) 0= 44 i
2t & JRA%(Unnecessary il * 3GPPTR 33.926 2 % 5.3.6.11 & ¢h

Services) 2
P 350 % (Log Disclosure) | if * 3GPP TR 33.926 2 % 5.3.6.12 & ha

= > =B %%
P #4% & i (Unnecessa i * 3GPPTR 33.926 2. % 5.3.6.13 & ch
(Information |~~~ ™ Ty 720 = 23.0.15 %

disclosure) Applications) *g"ﬁ L |

fi#t(Eavesdropping) i * 3GPP TR 33.926 2 # 5.3.6.14 & e

%’ﬁ
A R A S B4 | i * 3GPPTR 33.926 2 % 5.3.6.15 & chad

® % > = §(Security P

threat caused by lack of GNP
traffic isolation)

AR/ SR A Y PR A it * 3GPP TR 33.926 2 % 5.3.8.1 &= ¢
(Compromised/Misbehaving

User Equipment)
F 1744 F(Implementation i * 3GPPTR 33.926 2. % 5.3.8.2 & e 4
Flaw)

b8 IR i : : - —
R R # R Ras(Inscoure | 4§ * 3GPP TR 33.926 2 % 53.83 & ha P

(Ssz\lji?el) of Network Services)
A % 4% 3% (Human Error) it * 3GPPTR 33.926 2_ % 5.3.8.4 & et 47
A (e mE I TR | L& 3GPPTR33.818 2 % 52.4.4.2.8 &
(changing virtualisation g
resource without
authorization)

g ;ﬁ % (Misuse by | if * 3GPP TR 33.926 2. % 5.3.8.5 & =
authorized users)
AZ 36 £ 48 A2 B /PRF53+(Over- | i * 3GPP TR 33.926 2. % 5.3.8.6 & e 4
Privileged

Processes/Services)
AL B~ UE* (Folder | i * 3GPP TR 33.926 2 % 5.3.87 & ch=
Write Permission Abuse)
AT FR R B~ B it * 3GPP TR 33.926 2. % 5.3.84 &= ¢

3o S

#El i t'* Jfgf (Root-Owned File Write

( .e.\ia 1101 permission Abuse)

privilege) % #5484 % (High-Privileged | i§ * 3GPP TR 33.926 2 % 5.3.8.5 & cha §
Files)

% > 4 PR3 (Insecure if * 3GPPTR 33.926 2. % 5.3.8.6 & e ¥
Network Services)
FHiEEe B R RIAE B | F* 3GPPTR 33.926 2. % 53.8.7 & ehad
& (Elevation of Privilege via

Unnecessary Network
Services)
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2P EGGPP)RERGE A AL SGAK L B Y H A grg| T
Control Plane, gNB-CU-CP)#2 5G #£# % ¢ H ~-* = T g (gNB-CU User Plane, gNB-
B FHEoB 9 #rom) o
By H = NG TP L F (BGPP)TS 33.501 % 2 RERE > & K 5G Ar L Y H A

(@BCW*SG%kiﬁzﬁmgmnmwwﬂﬂﬁmﬁﬁ&i’ul5G§%§&ﬂ

% (gNB-CU

CU-UP)2 2 5G £ # % & 47 H = (gNB Distributed Unit, gNB-DU) 4

%4 G (@NB-CU-CP)# 5G fi# 4 & ¢ B <-% =T 5 (gNB-CU-UP)F ¢h El % &
WAL 2 0 fRF S B F R4 2% L(Internet Protocol Security, IPSec) #3E ik 35

3GPP TS 33.501 5G & s 2 7 1 £ i ik #2(Security architecture and procedures for 5G

System) ~ 3GPP TS 33.511 5G A ¥ 4 & &3 & 9% > %7 R # (Security Assurance

Specification(SCAS)for the next generation Node B(gNodeB)network product class)[8] ¥

3GPPTS 33.117 i€ * & 2 i3 R #>(Catalogue of general security assurance requirements)[9]

2 3GPP TR 33818 # e it & Sehd DAL M 2 fod > W A4 F § 4 2 (Security

Assurance Methodology(SECAM); and Security Assurance Specification(SCAS) for 3GPP

virtualised network products)[7] » 5G ¥ £ chF % 7 RAR M T X RIBEEH LA 407
17 5
% 75G Ay L ahFE g R
7 RRE AR 3GPP F & 7 &
TS 33.501 W i¢ * =3k % (User Equipment, UE)fe e i 5 88 48 24 3%
§5.1.1,§6.7.3.1 | 4§ Xn 4§ 2 iiﬁﬁﬁﬁ’ﬁ§ﬁ?u§@%%ﬁ§§% itz
TS 33.511 VP R TOR | H A AR AP ES N o KBFERT L Xn
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STC-Chapter 5-5.3-003 | & #/ % #& #z i (Password Policy Enforcement)
STC-Chapter 5-5.4 o4 i) 38 (Fuzzing)
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42219 ERFT RIS EHF R

422.1.10 g*@%FWﬂ%@wm&£¢Vﬁ?Hla?ﬁ@ﬁﬁ%
53 4 I3 34 iF e 2k o TG TR 7R M

422111 i"&-,ﬁﬁ R ELR I B S A ES ) o OORLE T R
A
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BB BIRIE P

422.1.12 gNB &P~k 4r fex FHFE 2 BLER

422.1.13 gNB % 4& 1 37

42.2.1.14 B Xn A G 2 iE e e P s

4.22.1.15 NSGAPR{FERELXFE2ER

422.1.16 AT e TR AN2E Xn 2 Fn~ ElL 4 6 e g 538
422.1.17 AT e TR AN2E Xn 2 Fn~ Bl 46 chx g g
422.1.18 il s gNB £ 4 L A7

% B S BIZRIE P

STC-Chapter 4-002 | i#:% & % 2 % (TLS)
STC-Chapter 4-003 | T4l & Bix k % >+ 2 (DTLS)
STC-Chapter 4-004 | %% i % 2>t T (IPSec)
STC-Chapter 5-5.2-

A B PR 727 B (Service Enumeration)

001
STC-Chgg‘;er 3-3-3- | % 4 @ f2(Brute Forcing)
STC-Chgg;er >33 4 Eyefg %A £ % (Unauthorized Password Reset)
STC-Chgg‘;er >-3.3- 58 4] % 75 ¥ i (Password Policy Enforcement)

STC-Chapter 5-5.4 | 1543 iP|3#(Fuzzing)
STC-Chapter 5-001 | FE%7PRF%/F 3 £ -k (Denial of Service / Message Flooding
STC-Chapter 6-6.2-

% %u33 BL3F $a (System Vulnerability Scanning)

001
STC-Chapter 7-001 | B #ix %8 ~ & & 47 (Open-Source Software Component Analysis)
STC-Chapter 7-002 | = ~## i 4 7 (Binary Static Analysis)

6.4.4 Open RAN 3+ & B ¢ H A% 2 T g (p|iE % &

Open RAN 3 4 § ¢ 8 ~-% = T 6 (CU-UP)§ R f T PRI*#cdp i fe 5 Z(Service
Data Adaptation Protocol, SDAP) 2 2 3t #cdy % F > @ (Packet Data Convergence Protocol,
PDCP)% * = T 5 ghiepes iy > H % F|* =K (UE)2 * » T g (user plane)#t & ehx
e it o ik d = R & TP L F (BGPP) 2 RAFE L % 3 1 7 B (SA3)h S3-
211792 # % (29) ¥ S3-211793 # % (30) » 12 % B 2% ;% jm 4035 B~ 4§25 P (O-RAN
Alliance)z. % 2> & Bt/ 2 (SFG)hF % P32 %% (Security Test Specification)®#.1% % ¢ [10]
i3 > Open RAN £ ¢ ¥ ~-$7 4] G (CU-CP)chipl 28 % bl4c 4 18 #77 o
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% 18 Open RAN A3 £ # ¢ H ~._% = T G (CU-UP)RI:E % &

FET

BIRIE P

422.1.2 PR oRAR a2 R TR FEE
422.1.5 G IER TR SN L

42.2.1.7 FEREfokr R 2 TG Tl R

422.1.8 R PO RN I S 4 R A P s

4.2.2.1.10 Aip R F A BT 2R TG FREA R
422.1.11 AR ERA N BE D >R PTG TR LR
422.1.12 gNB 7 B f 4r %o SMF B 2 B AT A

42.2.1.13 eNB % 4 { #7

422.1.14 B Xn A g 2 iE e e pE s

4.22.1.15 WESG AR RIFERAELIFL2ER

422.1.16 K%iﬁ?%JElﬁa%&§w@§

422.1.17 PTG FAAEL A chx A g

42.2.1.18 B s e gNB £ 4 {37

& b Bl BRI P

STC-Chapter 4-002

% & % > 5 2(TLS)

STC-Chapter 4-003

T e @ik % 2% (DTLS)

STC-Chapter 4-004

e gt % > 2 (IPSec)

STC-Chapter 5-5.2-001

A B2 PR 5271 B (Service Enumeration)

STC-Chapter 5-5.3-001

# * B f%(Brute Forcing)

STC-Chapter 5-5.3-002

A G iE £ % (Unauthorized Password Reset)

STC-Chapter 5-5.3-003

5% | % #8 7 i (Password Policy Enforcement)

STC-Chapter 5-5.4

1o il 37 (Fuzzing)

STC-Chapter 5-001

FETPR A3/ 3 % -k (Denial of Service / Message Flooding

STC-Chapter 6-6.2-001

% 5L33 BL3F 45 (System Vulnerability Scanning)

STC-Chapter 7-001

B R g8~ 2 & 47 (Open-Source Software Component Analysis)

STC-Chapter 7-002

= 5 # i ~ ¥7(Binary Static Analysis)

6.4.5 Open RAN 3+ & & $7H ~ Pl X b

Open RAN A 4 ~ 478 ~(DU)R| § # & #4ak: 74/ (Radio Link Control, RLC)£ 4

N

£ 3 P~ 41(Media Access Control, MAC) 2 2 + k § 48 & (Upper Physical layer, PHY) % %

Bert i o B HW R SRR E BT 4R & (UE)h™ ¥ [ (availability) o ¥ B %58 &

e P~ e B5 73 B (O-RAN Alliance) 2. % > & 8] 2 (SFG) i F % Pl 3& 4% 2 (Security Test

Specification)*#.#% % £ [10] » Open RAN # ¢ H =~ -3~ 4|T 5 (CU-CP)ep:E & bl4c-% 19

om0 B 3RS G ERR A2 TR B o
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# 19 Open RAN # 3 % » 4§78 ~(DU)B:# % i)

TERE BI3EIE P
42.2.1.16 oAl G AL Fn A ogoengh g
422.1.17 FralT o ’E‘a‘f’ e Fn i o oz B EGE
% B St BlRIE P

STC-Chapter 4-001

% > b4 2 (SSH)chm R B g % = 24

STC-Chapter 4-002

Wik % >t 2(TLS)

STC-Chapter 4-003

FoR e ik % 24 2(DTLS)

STC-Chapter 4-004

gevs et % >3 % (IPSec)

STC-Chapter 5-5.2-001

e B PR 7% 7 (Service Enumeration)

STC-Chapter 5-5.3-001

7% 4 B f%(Brute Forcing)

STC-Chapter 5-5.3-002 %5 £ ¥ (Unauthorized Password Reset)
STC-Chapter 5-5.3-003 | 3 # % 75 7z i (Password Policy Enforcement)
STC-Chapter 5-5.4 o4 B 38 (Fuzzing)

STC-Chapter 5-5.5-001

FE%7PR 4%/ F 3 % -k (Denial of Service / Message Flooding

STC-Chapter 6-6.2-001

& ¥L33 BE3F $5 (System Vulnerability Scanning)

STC-Chapter 7-001

B Jh g8 ~ £ & 47 (Open-Source Software Component Analysis)

STC-Chapter 7-002

= % 4% f 4 +7(Binary Static Analysis)

6.4.60penRAN A f @7 H ~

Open RAN # ¥ + &3 H ~(RU)R|
PHY) 1 % %447 (Radio Frequency, RF) 3 55 &Jd?
B (O-RAN Alliance) 2. %

e~ #[10]

»OpenRAN £ ¢ H =~

;L—-[}é]
£ R o ki

2 & (Lower Physical layer, Lower-
ERCSAE § e
> & 8] 2 (SFG)eh3 % P32 1% % (Security Test Specification)

~-Fr AT 6 (CU-CP)eipl3# & bilde 4 20 #1757 o

# 20 Open RAN A ¥ % # R T H ~ (RU)PIE % b

S

RIZFIE P

STC-Chapter 4-001

% 3P A R(SSH) R PR B g = o

STC-Chapter 4-002

3% K % > 2(TLS)

STC-Chapter 5-5.2-001

A B PR G271 8 (Service Enumeration)

STC-Chapter 5-5.3-001

7% 4 g f%(Brute Forcing)

STC-Chapter 5-5.3-002 %5 £ ¥ (Unauthorized Password Reset)
STC-Chapter 5-5.3-003 | % f? % 7% ¥ 3 (Password Policy Enforcement)
STC-Chapter 5-5.4 o4 B 38 (Fuzzing)

STC-Chapter 5-5.5-001

7L S ¥ e %B’» Tl > 4 ¥ (Client Security Measures
Against Interception)
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STC-Chapter 6-6.2-001 | ,% L33 B4F $3 (System Vulnerability Scanning)

STC-Chapter 7-001 B g 88 ~ £ & 47 (Open-Source Software Component Analysis)

STC-Chapter 7-002 | = ~f5# f& ~ 17(Binary Static Analysis)
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A AT 3 4R 2 4531 5G Open RAN i 528 H 0 %4 & U P~ 4 B2 50 7 (O-RAN Alliance)
2 % = % & %45 '3+ § (The 3rd Generation Partnership Project , 3GPP)2 15 3 R §= &7 L jir
AL B 3GPP Ay 3% 2R 4100 2 O-RAN & 2/ ki) @ pREY
Bt EASG N RE"N 5G Ar A - B E R ERE A FREE o7 F B E R
# v (Virtual Network Functions, VNF) ~ & #t & (virtualization layer){-# %8 & (hardware
layer) o @ B 33V @ A E P e BB PP (O-RAN Alliance) i & § A3 % = R & (v 2+ F
(3GPP)ir 5G A & (gNB)ZEH » # B - B F % B REP-R R D LI - 4] ik

# #l(low layer split) 7 H ek » ¥ 4% i 5G A3 4 (gNB) i 53 P~ e i (Radio Access
Network, RAN) 5 5t m e » P PEFgF B £ 2y F £ @ % B 22k 4545 30 48 (Open
Source Software)f- * A &(Commercial off the shelf, COTS) e/ AT 48 7 # -

“E¥ OpenRAN B iU ZEfpengid ki Td it | 15> 3 5 BB RERET €
BALFAOFTRRF o RBEWE LA GERAE2019E 57 £5CGF 2 gRTRND T
$ 1 16 & (Prague Proposals) ; (23) > 7 13 0 5G R i oAl K & & kday L HR-E 5G F

FEEAER PRI T 056G LREFEFIEZET L EhpREAMEA &
E I S R+ AN R N B e I Y e I R S =
e 52 55 B (Open Radio Access Network Alliance, O-RAN Alliance) = = % > & 2t/ &
(Security Focus Group, SFG) % 5. FR Open RAN eF % :23% © & 7 Ff2 i Open RAN B 2z 3¢
FRWAKAR F TIPM R A& DT Mﬂ?%gwrﬁ B EEE 2 iR
* 3R T H K Sk € (Groupe Speciale Mobile Association, GSMA)+#| € sk f 3k & %
> %% > % (Network Equipment Security Assurance Scheme, NESAS)¥fic % = it & iv§5 &
33 (3GPP)#| T A & F % FE 1% 2 (Security Assurance Specification, SCAS) k %% - ¢
P &5 O-RAN A7 e en /i o 22 EHE 4] AP B cn 0 % RIGR F 6 o

oA FLET RS PIRBRF A P AIAR £ W F &K~ 5G Open RAN B
VR A P B> 23R 5G Open RAN fhy 4 el i 2 A MPBH F 7 k¥
B2 5% AUE P e 5 B B (O-RAN Alliance) ih > % » L ik g 2 2R (7 8930 30 % 3u4d €
(GSMA)#| zenfeptk % £ > %> X(NESAS) » e % = % & 1735 324 BGPP)#] =

—-

A 77 % FE R (SCAS) k% % 5G Open RAN i3 4 2 5oend 244 5 100 K & 730
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FPAREOFLEBRA IR 27 F URIFLL P DFL T R FEATHRAZ S0
RS D Hams 4 o
TREFTLATEB %= R &P 2 F(BGPP)2 PR & ti% 3 1 1% ‘e (Service

and System Aspects#3, SA3) » £ BT F i G/ ¥ 3 1 17 2 (SA3)E &M 7 3GPP 4 4%
AR LR ST (SCAS) ) RS § R AL HL L B RS RE
A BT A KT E FE R (SCAS) o A kg Bt m MR P BT B (O-RAN
Alliance) e F % B3 % 2 2L+ (Security Test Specification) 2. 7 % B|3#5 P & 3% 25 {5 -

23237 % 5G Open RAN B2 ZE R il K i chiR3R TR P > B S RF S RRIT % E
=3 5G Open RAN B 3x;b 2 ﬁém}?%‘ Pl g o B P BBk ~ 2 £ 47(Open-Source
Software Component Analysis) ~ = =~ #§ # it 4 17 (Binary Static Analysis)¥ 5G Open RAN
A0 B 1 2o Bl (Fuzzing) ' 2 8 £ 5 ¥ 424 T (ML Data Poisoning) % 7 % B3 »

%% 5G Open RAN fhp £ & S B # AR chip e 24 SHRFE T Y RE
EESNTRECABPIEIR LR SEL Y  PHYITREFEAREFE

W AT Y AR A5G Open RAN B 33V 4R enfl & ¥ % 73k 4ogd » Mg 5G Open
RAN B »z ;¢ 2% f;‘;r@’# PRAR % DM o
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HERA
(%%)
B 35N AR B e LB B (O-RAN Alliance) ff 4

BTN A P e B TR B (O-RAN Alliance) % % = 10 B 1 i® 2 (Working Group, WG)
% 4 ¢ & gb-| %2 (Focus Group, FG)4r™ :
(@) %- 1 Fe(WGl)- &% & bl{r M
- 1 2(WG1){ F OpenRAN i * = b {o 548 78 45 » 47 % 4 fie Open RAN 7
Bl 30| %8 6 B g R REBE 1 Fe > ffad @ 1 ive x4 Open
N 4 FIp ha iy o
(b) %= 1 it (WG2)- 2LrpF i MEEP E A w0 Al A5 ¢
- 1 v (WG2)ehi £ p 3 48 B 2L pF g A% B~ R 12 97 7 474 (Non-RT RIC) 2
AR SGEP R R(RAN) R 828R PR R R TP LR Ko bz 1 DR BT
P S P e BT 474 (Near-RT RIC)#7 § e 4 LA £ (Ao B8 ¥ (ML)KA] -
(c) %=1 el (WG3)- i Tps & S I~ R AP 24140 B2 4 6
$ 2 1 v (WG3) e B8 2 % — B 50317 7 pF 4035 P~ P B2 47 4% #24] (Near-RT
RIC)iH 48 & B4 » %8k S S By e b {ridE B2 /g &Gk P UFRA
M P~ e BL(RAN) T R eni P Ay i 4 fod i 1 o
(d %w21ire(WG4)- Bicchm § 4o ¢
v 1 iFe (WG4 p = E 3% &2 & B2 @ 4 & (Open Fronthaul Interface) » % #
PR LR IR S B O-RAN %~ 47 ¥ = (O-RAN Distributed Unit, O-DU)¥ O-RAN & 5t 7 ¥
7 (O-RAN Radio Unit, O-RU) fF e77 i |+ o
() %7 1ive(WG5- B*xehFl /e Wl/is ~ElAaE2X2/4% 2% Xnfig:
%71 ive(WG5hp g 5 FlAeg ~Wl/iem ~El 452 X246 2 Xn ok
ER2PEFZAEITPEIFHGCPP)RE - ¥ 5 FREF 7V REHE Ty ERE - ¥
ERET R R Z L FP L HGCGPP)R G iR

81



Ay & 3 3 =
Q amajﬁﬁ’*éﬁ* adade TAICS TR-0025 v1.0:2022

(H %=1 Fe(WG6)- Z =it ertnicd 5

% 107 2 (WG6) e gL 4 % iF 2 #3 i* (Cloudification) #2 % i¥ T [ (Orchestration)+i
oo HERBPEFRRAN)GHEAMRE LT S > 2407 %204 % O-RAN 7 H =
(O-RAN Central Unit, O-CU)¥ O-RAN 4 4 H =~ (O-DU)enp * & §8-T 5 Hjbrfo 54 %3+

> it
(@ %= 1 1re(WGT7)- ¢ & (White Box)A 4 :

-1 T (WS & pHREHMA 6 RAW > SHdp L0 F 2 Fhd TR

PURGE R A AT S ena d) 0 A KT R R R 056 B s &
(h) %~ e (WG8)- stdp 55

5 N1 FE(WGB)ehp end_fL 3t B 35N A4 B e i 75 B (O-RAN Alliance)fr % =
& g 23 4 BGPP)ARLE P foE F 3 4l 5 O-RAN & ¢ ¥ 2(0-CU)% O-RAN 4
FCH ~(O-DU)F # #r 8 7#  -

(i) %4 1iFe(WG9)- f § #2z;% X-haul Tﬁ?ﬁ% :

#1431 T2 (WG9)Hi & p A § Open RAN 147 2. X-Haul @ﬁ%]fé}&&% v 14
Ero 5G FRBFEFORREZEY > 2T BEPERRAN)E 5G 5w #RL(5G
Core Network, 5SGC) ¥ 3 #7 & &7 (4t ¥& eid kS Fo

() %1 icm(WGI0)- ¥ @4 me g

F 1 e (WGI0)ehE B &3 % Open RAN ZE 457 » 257 B g S0P~ 3 B AT i
£ #1(Non-RT RIC) ~ iT 7 P & 455~ % B 47 it 37 4] (Near-RT RIC) ~ O-RAN & ¢ H ~(O-
CU)% O-RAN 4 4t ¥ < (O-DU)Z O-RAN & # % ¥ = (O-RU)eh ¥ & § & 4k
(Operations, Administration, and Maintenance, OAM) > ¥ & A3 B B 3 ;% & AR5 P e B 03

P (O-RAN Alliance) & 35 -8 72 L35 enin s » F B kg% = & & ¥4 434 4 BGPP) &
B R G % 15 ¢ (European Telecommunications Standards Institute, ETSI)s7 O1 ¢ 32 4

W ©°
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(k) P RBcRE & 8| o (OSFG) :

R 48 & 2] 2(Open Source Focus Group, OSFG)#i & P #-% Open RAN % #
¢ Ji R 2L pE o AR R B B AT A 454 (Non-RT RIC) ~ iT T P 20 55 P~ 4 BL 97 i 3224
(Near-RTRIC) ~ O-RAN % ¢ H = (0O-CU)¥ O-RAN %4 $7H =~ (0O-DU)%2 O-RAN & 4 7
Z(O-RU)E g~ 2 » & % B xR 445 748 (Open Source Software) °

(1) H#&E &8 | 2 (SDFG):

& B & 2h] % (Standard Development Focus Group, SDFG)sp chf_ s B4 da i+ BF
T3 AP R LR B (O-RAN Alliance)s7 10 3 1 ¥ 2 (WG)2 4 i & 28] 2 (FG)H 71
it ena i o

(m) RIFFEF & EE] 2 (TIFG) :

B 5V | AR P e B B (O-RAN Alliance) eip 38 &2 & & & 2k ] % (Test and
Integration Focus Group, TIFG) % /2 %+ § 354 | 4 (End to End)$ ¥ {2 ]38 2 g » 330 B %
BlzE e # £ @ & (Open Test and Integration Center, OTIC) 1322 > /2 ¥2 Open RAN 4§
=3 R AR

(n) % 2> &g | 2(SFG):

% 2 £ 8] 2 (Security Focus Group, SFG)% i %] T Open RAN #j2 % 2 % {742
B RPIEEFELY COTIO)X 25%%F ~FhE 2HEPER Ao £ 2P e <3
& o

BN AP e B B B (O-RAN Alliance) @ (&8 F 6148 78 4o ™ @
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F 21 Bt SR P e P B (O-RAN Alliance) 5 28 4%
1 ive/EL 8] e L
1) RAN Architecture Description v5.0
2) RAN Slicing Architecture v5.0

3) RAN Use Cases Analysis Report v6.0
4) O-RAN Use Cases Detailed Specification 6.0

5) O-RAN AI/ML workflow description and requirements v1.03
6) O-RAN Non-RT RIC Architecture v1.0

7) O-RAN Non-RT RIC & Al Interface: Use Cases and
Requirements v4.0

8) O-RAN Al interface: Type Definitions v2.00

9) O-RAN Al interface: General Aspects and Principles v 2.03

10) O-RAN Near-RT RIC and E2 Interface: Use Cases and
Requirements v1.0

11) O-RAN E2 General Aspects and Principles(E2GAP)v2.0

12) O-RAN E2 Application Protocol(E2AP)v2.0

13) O-RAN E2 Service Model(E2SM)v2.0

14) O-RAN E2 Service Model: RAN Control(E2SM-RC)v1.0

15) O-RAN E2 Service Model: Key Performance
Measurement(E2SM-KPM)v2.0

16) O-RAN Open Fronthaul Management Plane Specification v7.0

17) O-RAN Fronthaul Interoperability Test Specification (I0OT)v5.0

1 iE 2 (WG4) 18) O-RAN Fronthaul Control, User and Synchronization Plane
Specification v7.0

19) O-RAN Open Fronthaul Conformance Test Specification v4.0

20) O-RAN NR C-plane profile v5.0

21) O-RAN Ol Interface specification for O-CU-UP and O-CU-CP

T 2 (WGS) v1.0 including Yang models

22) O-RAN O1 Interface specification for O-DU v2.0 including
YANG models and AnnexD

23) O-RAN Cloud Architecture and Deployment Scenarios for O-
RAN Virtualized RAN v2.02

24) O-RAN Acceleration Abstraction Layer FEC Profiles v1.0

25) O-RAN Orchestration Use Cases and Requirements for O-RAN
Virtualized RAN v2.01

26) O-RAN O2 General Aspects and Principles v1.01

27) O-RAN Acceleration Abstraction Layer General Aspects and
Principles v1.01

28) O-RAN O2ims Interface Specification v1.0

% - 1 1T (WG1)

% -1 172 (WG2)

=

%= 1 12 (WG3)

Il

»
>

%]
i

%2 1 1% 2 (WG6)
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1ive/E8] e 2R3

¥~ 1172 (WG6) 29) O-RAN O-Cloud Notification API Specification for Event
Consumers v1.0

30) O-RAN Hardware Reference Design Specification for Indoor
Picocell(FR1)with Split Architecture Option 8 v3.0

31) O-RAN Hardware Reference Design Specification for Indoor
Picocell(FR1)with Split Architecture Option 7-2 v3.0

32) O-RAN Deployment Scenarios and Base Station Classes v3.0

F - 1 17 (WGT) 33) O-RAN Hardware Reference Design Specification for Outdoor
Microcell with Split Architecture Option 7.2 v2.0

34) O-RAN Hardware Reference Design Specification for Fronthaul
Gateway v2.0

35) O-RAN Hardware Reference Design Specification for Indoor
Picocell with Fronthaul Split Option 6 v2.0

36) O-RAN Stack Interoperability Test Specification v2.0

F A~ 10T e (WGS) 37) O-RAN Base Station O-DU and O-CU Software Architecture and
APIs v4.0

38) O-RAN Base Station O-DU and O-CU Software Architecture and
APIs v4.0

¥4 1 172 (WGQG9) 39) O-RAN Management Interface for Transport Network Elements
v2.0

40) O-RAN Xhaul Transport Testing v1.01

41) O-RAN Operations and Maintenance Architecture v5.0

¥ L1 1% 2 (WG10) . . . .
42) O-RAN Operations and Maintenance Interface Specification v5.0

43) O-RAN Security Protocols Specifications v2.0
% > B8] ¥ (SFG) |44)0-RAN Seccurity Threat Modeling and Remediation Analysis 2.0
45) O-RAN Security Requirements Specifications v1.0

46) O-RAN Certification and Badging Processes and Procedures v2.0
include template table of records

47) O-RAN End-to-end Test Specification v2.0

48) O-RAN Ceriteria and Guidelines of Open Testing and Integration
Centre v3.0

BB L BB e
(TIFG)
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(1) 3GPP TR 21.905-h00, “Vocabulary for 3GPP Specifications (Release 17)”
(https://www.3gpp.org/ftp//Specs/archive/21 series/21.905/21905-h00.zip)

(2) 3GPP TS 23.501-h20, “System Architecture for the 5G System(5GS) (Release 17)”
(https://www.3gpp.org/ftp/Specs/archive/23 series/23.501/23501-h20.zip)

(3) 3GPP TS 38.413-g70, “NG-RAN; NG Application Protocol (NGAP) (Release 16)”
(https://www.3gpp.org/ftp/Specs/archive/38 series/38.413/38413-¢70.z1p)

(4) 3GPP TS 29.281-h10, “General Packet Radio System (GPRS)Tunnelling Protocol User
Plane (GTPv1-U) (Release 17)”
(https://www.3gpp.org/ftp/Specs/archive/29 _series/29.281/29281-h10.zip)

(5) 3GPPTS 38.423-g70, “NG-RAN; Xn Application Protocol (XnAP) (Release 16)”
(https://www.3gpp.org/ftp/Specs/archive/38_series/38.423/38423-g70.zip)

(6) 3GPP TS 38.473-g70, “NG-RAN; F1 Application Protocol(F1AP) (Release 16)”
(https://www.3gpp.org/ftp/Specs/archive/38_series/38.473/38473-g70.zip)

(7) 3GPP TS 38.463-g70, “NG-RAN; E1 Application Protocol(E1AP) (Release 16)”
(https://www.3gpp.org/ftp/Specs/archive/38_series/38.463/38463-g70.zip)

(8) O-RAN WG@G3, “O-RAN Near-Real-time RAN Intelligent Controller, E2 Application
Protocol(E2AP)1.01 - July 2020~
(https://www.o-ran.org/specifications)

(9) O-RAN WGQG2, “O-RAN Al interface: Application Protocol 3.01 - March 2021”
(https://www.o-ran.org/specifications)
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